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Introducing This Guide


What this Section Contains: 

• Role of the Federal Transit Administration (FTA) 

• About This Guide 

• Five Steps to a Successful Security Program Plan 

• Outline of Transit System Security Program Plan 

• Your Checklist 

• Bibliography (that will help you prepare your Plan) 

• Definitions (that may be useful) 

Role of the FTA 

The goal of the Federal Transit Administration’s FTA’s) Safety and Security Pro-
gram is to achieve the highest practical level of safety and security in all modes of 
transit. To this end, the FTA has continuously promoted the awareness of transit 
safety and security throughout the transit community by establishing programs 
to collect and disseminate information on safety/security concepts, practices, and 
guidelines that transit systems can apply in the design of their procedures and by 
which to compare local actions. 

The FTA encourages all transit systems, sometimes referred to as “authorities” or 
“properties”, to develop and implement a Transit System Security Plan and 
Program which covers passengers, vehicles, and facilities. The FTA also recognizes 
that every transit system has a variety of intensive demands for its resources. 

The FTA and assisting organizations prepared this Guide in order to assist transit 
properties in developing their Security Plan and Program. This Guide has been 
designed to help the transit system outline and write the various sections of a 
Security Plan (Plan) in order to implement an effective Security Program (Pro-
gram). Each section of the actual plan to be produced by the system is fully 
discussed in this Guide. It is believed that by using this Guide, the person or 
department responsible for transit security can quickly, efficiently, and effectively 
develop an appropriate Plan. 

The Guide has been designed so that you can read a chapter and then prepare the 
comparable section in your Plan. For example, Chapter 1 explains the “Opening 
Pages to the System Security Plan”; Chapter 2 explains Section I that would be the 
“Introduction to Security System,” etc. In some cases, information already pro­
duced by the system may be easily inserted after slight editing. In other situations, 
very specific text can be used with minimal editing. The Guide also offers ex­
amples to stimulate you in the development of creative applications. 

xi 



Five Steps to a Successful Security Program Plan 

S t e p  1 

Read the Guide thoroughly 
before starting the plan 
development process 

step 2 

Collect all of the relevant 
materials from existing 
files. 

Step 3 

Modify the outline to 
reflect the system size 
and the operation. 

Step 4 

Use the examples in this 
Guide, such as sample 
memos, etc. 

Step 5 

Congratulate yourself on a 
job well done! 

xii 



Outline of Transit System Security Program Plan 

Title Page 

Acknowledgements 

Table of Contents 

Foreword 

Management Commitment and Directive/policy 

Executive Summary 

I Introduction to System Security 
A . P u r p o s e  o f  S y s t e m  S e c u r i t y  P r o g r a m  P l a n  a n d  P r o g r a m  
B . G o a l ,  O b j e c t i v e s ,  a n d  T a s k s  o f  t h e  P r o g r a m 
C .  S c o p e  o f  P r o g r a m 

D . S e c u r i t y  a n d  L a w  E n f o r c e m e n t 

E . M a n a g e m e n t  A u t h o r i t y  a n d  L e g a l  A s p e c t s 

F . G o v e r n m e n t  i n v o l v e m e n t 

G . De f in i t i ons  w i th in  the  Sys t em  S e c u r i t y  P r o g r a m  P l a n 


II Transit System Description 
A . B a c k g r o u n d  a n d  H i s t o r y  o f  T r a n s i t  A g e n c y  
B . O rgan iza t iona l  S t ruc tu re  
C . H u m a n  R e s o u r c e s 

D . P a s s e n g e r s 

E . Trans i t  Serv ices /O p e r a t i o n s 

F . O p e r a t i n g  E n v i r o n m e n t 

G . F a c i l i t i e s  a n d  E q u i p m e n t 

H . P a s s e n g e r ,  V e h i c l e ,  a n d  S y s t e m  S a f e t y  P l a n  a n d  P r o g r a m 

I .  C u r r e n t  S e c u r i t y  C o n d i t i o n s 

J .  Ex i s t i ng  Secur i t y  Capab i l i t i e s  and  P rac t i ce s 


III Management of the System Security Plan 
A . Respons ib i l i t y  fo r  M i s s ion  S ta t em e n t  a n d  S y s t e m  S e c u r i t y  

P o l i c y  
B . M a n a g e m e n t  o f  t h e  P r o g r a m  
C . D iv i s ion  o f  Secur i t y  Respons ib i l i t i e s 

D . P r o a c t i v e  S e c u r i t y  C o m m it tee 

E . S e c u r i t y  B r e a c h  R e v i e w  C o m m i t t e e 
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Outline of Transit  System Security Program Plan (Concluded) 

I V  System Security Program: Roles and Responsibil it ies 
A. Planning 

B. Proactive Measures

C. T r a i n i n g

D. Day-to-Day Activities


V	 Threat  and Vulnerabi l i ty  Ident i f icat ion,  Assessment ,  and 
R e s o l u t i o n  

A. 

B. 

C. 

Threat and Vulnerability Identification 
1. Security Testing and Inspections 
2. Data Collection 
3. Reports 
4. Security Information Flow 
Threat and Vulnerability Assessment 
1. Responsibility 
2. Data Analysis 
3. Frequency and Severity 
Threat and Vulnerability Resolution 
1. Emergency Response 
2. Breach Investigation 
3.  Research and Improvements 
4. Eliminate, Mitigate, or Accept 

V I	 Implementation and Evaluation of System Security 
Program Plan 

A. Implementation Goals and Objectives 
B. Implementation Schedule 
C. Evaluation 

1. Internal Review - Management 
2. External Audits 

V I  I Modification of the System Security Plan 
A. Initiation

B. Review Process

C. Implement Modifications 

Appendix A. Bibliography 

Appendix B. Glossary of Security Terms 

Appendix C. Security-Related Boards, Panels, Committees, Task 
Forces, And Organizations 

Appendix D. Security Forms And Logs 

Additional Appendixes 
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Your Checkl ist  

When your Plan is concluded, it should be a complete, well-thought-out guide to 
establishing and maintaining a comprehensive Program for your transit system 
and all elements for which it is responsible. This includes people, property, proce­
dures, and the environment. Increased security should be accomplished through 
the use of a systems approach, with both proactive and law enforcement activities 
clearly outlined in the Program Plan. Your completed Plan should have 

demonstrated management’s committment and policy regarding 
security, 

introduced the concept of a Program, 

described the transit system, 

established the management of the Plan, 

detailed the Program by assigning responsibilities, 

explained how threats and vulnerabilities will be identified, 
assessed, and resolved, 

described how the Plan itself will be implemented to establish or 
revise the Program, and 

describe how the Plan will be evaluated and modified 

Additional information in the appendixes will make this a complete Plan and a 
valuable security reference. 

One Final Note.  .  .  

Remember, the goal of your Plan is to implement a Program which maximizes 
System Securityvia a set of system-specific objectives. Information on the intent of 
your Program should include who is involved, their functions, and how they relate 
to the stated goals and objectives. Careful consideration must be given this 
relationship. 
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Definitions 

The U.S. Department of Transportation, Volpe National Transportation Systems 
Center has prepared a document entitled System Safety Glossary for Transit, which 
contains many definitions that may be useful. The following are a few of the 
definitions that may be used verbatim. 

Emergency	 A situation which is life threatening to passengers, employees, or 
other interested citizens or which causes damage to any transit 
vehicle or facility or results in the significant theft of services and 
reduces the ability of the system to fulfill its mission. 

Procedures:	 Established and documented methods to perform a series of 
tasks. 

Redundancy:	 The existence of more than one means of accomplishing a given 
function. 

S a f e t y Freedom from danger. 

Security: Freedom from intentional danger. 

Security Breach:	 An unforeseen event or occurrence which endangers life or 
property and may result in the loss of services or system equip­
ment. 

Security Incident:	 An unforeseen event or occurrence which does not necessarily 
result in death, injury, or significant property damage but may 
result in a minor loss of revenue. 

Security Threat:	 Any source chat may result in a security breach, such as a vandal 
or disgruntled employee; or an activity, such as an assault, 
intrusion, fire, etc. 

System: 	 A composite of people (employees, passengers, others), property 
(facilities and equipment), environment (physical, social, 
institutional), and procedures (standard openring, emergency 
operating, and training) which are integrated to perform a 
specific operational function in a specific environment. 

System Security:	 The application of operating, technical, and management 
techniques and principles to the security aspects of a system 
throughout its life to reduce threats and vulnerabilities to the 
most practical level through the most effective use of available 
resources. 

System Security Management:	 An element of management that defines the system security 
requirements and ensures the planning, implementation, and 
accomplishment of system security tasks and activities. 
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System Security Program: 

Threat: 

Threat Analysis: 

Threat Index: 

The combined tasks and activities of system security 
management and system security analysis that enhance 
operational effectiveness by satisfying the security require­
ments in a timely and cost-effective manner through all 
phases of a system life cycle. 

Any real or potential condition that can cause injury or 
death to passengers or employees or damage to or loss of 
transit equipment, property, and/or facilities. 

A systematic analysis of a system operation performed to 
identify threats and make recommendations for their 
elimination or mitigation during all revenue and 
nonrevenue operation. 

A quantitative measure interfacing the numerical probability 
of a threat with the severity of the threat. 

Threat Management (Loss Control): 

Threat Probability: 

Threat Resolution: 

Threat Severity: 

Unsafe Condition or Act: 

Vulnerability: 

An element of the system security management function 
that evaluates the security effects of potential threats 
considering acceptance, control, or elimination of such 
threats with respect to the expenditure of available resources. 
The feasibility of threat elimination must be considered in 
light of financial, legal, and human considerations. 

The probability a threat will occur during the plan’s life. 
Threat Probability may be expressed in quantitative or 
qualitative terms. An example of a threat-probability ranking 
system is as follows: (a) frequent, (b) probable, (c) occa­
sional, (d) remote, (e) improbable, and (f) impossible. 

The analysis and subsequent action taken to reduce the risks 
associated with an identified threat to the lowest practical 
level. 

A qualitative measure of the worst possible consequences of 
a specific threat: 

Category 1 - Catastrophic. May cause death or loss of a 
significant component of the transit system, or significant 
financial loss. 

Category 2 -Critical. May cause severe injury, severe 
illness, major transit system damage, or major financial loss. 

Category 3 -Marginal. May cause minor injury or transit 
system damage, or financial loss. 

Category 4 -Negligible. Will not result in injury, system 
damage, or financial loss. 

Any condition or act which endangers life or properry. 

Characteristics of passengers, employees, vehicles, and/or 
facilities which increase the probability of a security breach. 
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Chapter 1 
Opening Pages to the 
System Security Plan 

There are several opening pages you’ll need to prepare before you start the actual 
Plan. Each will be explained in this Chapter. Note: Please refer to the opening pages 
of this Guide to see an example of most of the following: 

• Title Page 

• Acknowledgments 

• Table of Contents 

• Foreword 

• Management Commitment and Directive/Policy 

• Executive Summary (optional) 

Title Page 

A title page will introduce each Program Plan and should contain the following: 

• Name of Plan 

• Date 

• Authors 

• Submitted To: 

• Submitted By: 

Acknowledgments 

Give credit to all the people and organizations who contributed to the Plan or 
Program and express your appreciation. Show an established and working rela­
tionship with the local government and other key entities within the system’s 
area, including municipal police, sheriffs departments, and other special forces 
concerned with security. 

Table of Contents 

The Table of Contents should list all chapter numbers, chapter titles, and page 
numbers. Following the chapter listings, prepare a List of Figures and a List of 
Tables, each starting on a new page. 
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Foreword 

The Foreword should give a clear understanding of the Plan and how it is 
expected to serve as the dynamic structure for implementing an effective 
Program. It should include a brief expression of why the Program Plan was 
created and a list of objectives that have been satisfied. The Plan should 

• 

• 

• 

clearly outline and discuss the process the system has 
identified in order to implement system security, 

define the management of the program and the roles and 
responsibilities of passengers, employees, and those using 
transit facilities such as stations, and 

identify the steps necessary to put concepts into practice and 
identify the evaluation program which will monitor the 
program and the Program Plan. 

In developing the Plan, identify a list of objectives intended to be achieved 
through implementation. The objectives can be briefly summarized and 
include examples of how they are expected to be carried out. One of the 
objectives could be to create a new system security department, to staff it, and 
to appoint an experienced security professional who reports directly to the 
General Manager of the system. Mention briefly who that professional is and a 
few words on his or her experience. 

Other objectives may cover identifying specific security problems which are 
given high priority. Such problems may include fare evasion, vandalism, and 
muggings. In some major cities additional problems and issues may be the 
impacts on security of the use of transit stations by the homeless as places to 
reside. Transit stations are often a location opportunity for the sale of drugs 
and for the initial staging of gang activities. The document needs to be specific 
to demonstrate a clear understanding of the problems being addressed by the 
Program and the fact that the system has identified actions which will improve 
local security. 

Management Commitment and Directive/Policy 

The Program and Plan must have the commitment of management. It is 
extremely important that the General Manager, Chairperson, Executive Direc­
tor, Board of Directors, and other leaders demonstrate their full commitment. 
This commitment needs to be clearly stated in the opening pages of the Plan. 
A brief statement by top management should establish that security is integral 
to the operation of the system. The statement directs responsibility for security 
to an individual or group and indicates full support. The statement must also 
indicate that the Program Plan is the basis from which security roles and 
procedures will be implemented on a daily basis. 

The following memorandum may be used as is or modified. The complete Plan 
should be distributed to department heads and other responsible managerial 
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employees. They will know exactly what is being implemented and how they and 
the program are expected to perform. Managers should be instructed to share 
limited information appropriate to the employees in their particular divisions on 
an as-needed basis. 

M e m o r a n d u  m 

T o  : A l l  employees and other  in terested  ind iv idua ls  

F r o m  : ( G e n e r a l  M a n a g e r  o r  E x e c u t i v e  D i r e c t o r  ) 

Date: 

R E  : System Secur i ty  

It is the objective of the (name of transit system) to provide secure and 
reliable service to its passengers while minimizing vandalism and 
property destruction associated with the (transit system)'s vehicles and 
facilities. To this end, it is the responsibility of all of (name of transit 
system) employees to make sure we provide service in the most secure 
manner 

As part of our commitment to security, the (Board of Directors or any 
other appropriate body) has passed a resolution calling for the develop­
ment and implementation of a System Security Plan and Program whose 
overall goals are to maximize the level of security experienced by all 
passengers, employees, and any other individuals who come into 
contact with the transportation system, and to minimize the cost 
associated with the intrusion of vandals and others into the system. 

To ensure that this Security Program Plan is successfully implemented, 
(name of individual) has been appointed the System’s lead security 
officer. As part of this security program, employees are required to bring 
any conditions perceived to affect security to (the lead security officer’s 
name)'s attention. 

The (Board of Directors or any other appropriate body) of the (name of 
transit system) and I are absolutely and fully committed to this System 
Security Program Plan because it formalizes security in concert with 
safety as our transportation system’s top priority. Please join with me in 
supporting this important program. 

possible. 

Executive Summary 

An Executive Summary is optional. When used, it should give a summary of what 
the following pages contain. This is helpful to anyone who wants an overview and 
does not want to read the entire Plan. 
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Chapter 2 
I: Introduction to 

System Security 

Section I of the Introduction to the Plan will serve as a basis for presenting the 
concept of system security to users and to other interested people and agencies. 
It will include the following sub-sections: 

• Summary Statement 

• Purpose of System Security Program Plan and Program 

• Goal, Objectives and Tasks of the Program 

• Scope of the Program 

• Security and Law Enforcement 

• Management Authority and Legal Aspects 

• Government Involvement 

• Definitions Within the System Security Program Plan 

Summary Statement 
The Summary Statement should explain the purpose and intent of the Plan. 
The following is an example of a Summary Statement. 

Summary Statement 

To emphasize the importance of security in all aspects of our 
organizat ion, (name of your organizat ion) (herein referred to as the 
system) has established a set of comprehensive security activities which 
are documented in th is System Securi ty Program Plan. The overal l  goal  
of this security program is to maximize the level of security afforded to all 
of  our passengers,  employees, and any other individuals who come into 
contact with our system, as well as vehicles and facilities. 

As a result of this program, the system hopes to achieve not only an 
improved secur i ty  record but  to establ ish secur i ty  in concert  wi th system 
safety as its number one priority. In order to be effective, the program 
documen ted  be low  i s  o r i en ted  toward  i den t i f y i ng  po ten t i a l  secu r i t y  
p rob lems  and  imp lemen t i ng  remed ia l  and /o r  m i t i ga t i ng  so lu t i ons  
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The purpose of this plan is to help establish and maintain the System 
Security Program for the system. It serves as a blueprintfor all 
security activities by: 

• establishing how security activities are organized; 

• outlining employee responsibilities with respect to security; 

• inst i tut ing threat  and vulnerabi l i ty  ident i f icat ion,  
assessment, and resolution methodologies; and 

before security breaches can occur. In addition, this Program Plan 
emphasizes post-security-breach analyses so that appropriate and 
effective steps can be taken to minimize or prevent security breaches 
in the future. 

• setting goals and objectives. 

This plan will be annually updated to record and evaluate past 
security performance of the system, to identify modifications that are 
needed and to establish objectives for the upcoming year. Although 
this plan sets a course for the direction of the Security Program to 
follow, the plan’s existence alone does not guarantee success. A 
commitment by the system and all of its employees to incorporate 
security into every aspect of the system’s operations is the only way 
to ensure improvement. For this reason the system’s employees are 
considered to be the most important component of both this 
Security Plan and the Security Program it supports. 

Purpose of System Security Program Plan and Program 

Develop a plan which defines and implements the Program. If careful consider­
ation is not given to this relationship, the Plan could become an academic 
exercise and wind up on someone’s shelf, collecting dust. 

The system should adopt a proactive, prevention-oriented approach. However, 
no matter how well planned and implemented security is, there will always be 
some security breaches which will require reactive law enforcement actions. 
This is expected and provisions need to be made. Current thinking regarding 
transit security emphasizes the importance of identifying potential threats 
and areas of vulnerability, developing approaches that will minimize those 
threats and vulnerabilities, and demonstrating a clear and proactive approach 
to security. 

In short, “system security” means threat and vulnerability management. One 
of the key purposes of the Program Plan is to 

•	 define explicitly the security roles of each person and 
department, 

• detail their functions, and 

• establish milestones for developing and implementing the 
Program. 
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Goal, Objectives, and Tasks of the Program 

Goals 

Readers will initially want to know what the Plan is expected to accomplish. The 
only goal of the Plan is to implement a Program which maximizes a system 
security. In this section, a set of broad system-specific objectives supporting that 
goal should be identified and listed. In addition, each of the objectives should 
have associated with it a set of very specific tasks. 

Objectives and Tasks 

It is important to make sure that every objective and task set is reasonable and 
attainable. The system should not place itself in the position of having to defend 
why it was unable to realize its stated objectives and tasks. This is not to say that 
the objectives and tasks should be trivial, but they should be well thought out and 
attainable. Objectives should be open-ended and able to be adjusted to changing 
fiscal and political situations. Tasks should be specific and should support the 
objective with which they are associated. For quantitative objectives, ranges 
should be used which provide boundaries for reasonable expectations. 

Depending on the local situation at the system, the following sample objectives 
and tasks may or may not be useful. They may be included by those systems for 
which they are valuable and used as a springboard for creative thinking by other 
systems. 

Sample Objective Associated Tasks 

To develop an information system to log all 
security breaches so that appropriate analysis 
and decisions can be effectively made. 

Create a recordkeeping system that 
would log incidences by date, location, 
type, and disposition. 

The system should be available for 
on-line entry of all data. 

Create a data system that would have 
a query capability so that users can ask 
questions such as how many 
incidences of fare evasion occurred 
during a specific time period at 
specific facilities. 

Interface the management 
information system with a graphics 
capability so that the quantitative 
statistics can be expressed with bar 
charts, line graphs, or pie graphs. 
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Sample Objective Associated Tasks 

Display the current year, along with 
comparable statistics for a similar 
timeframe, in tabular or graphical 
form. 

To reduce the volume of a particular security 
breach by a certain absolute number during the 
coming year. (Be careful with this kind of 
approach since the frequency of occurrence of 
some breaches is really quite small in many 
systems. For example, there are some systems 
that have operated for a long period of time 
without the fatality of a passenger or employee. 
You cannot reduce the target to legs than zero.) 

Increase the average amount of time

that passes between particular

breaches.

Increase the number of passengers

transported between security breaches.


To equip the transit security forces in order to Identify the equipment used by 
maximize effectiveness se provided the transit similar transit systems to guide the 
security force does not have an adequate supply local system in its purchases. 
of equipment, including vehicles, 

communication devices, firearms, uniforms, or Determine the kind of vehicle which 
other items necessary to increase their is most effective in transporting a 
capabilities and professionalism security officer to a security breach 

location. Options such as 
automobiles, short utility vehicles 
(Blazers), extended utility vehicles 
(Chevrolet Suburbans), motorcycles, 
mope&, and bicycles would be 
considered. The vehicles selected will 
depend on the characteristics of the 
system and its operational environ­
ment. Indeed, with rail systems, the 
most effective response mode may be 
by train. 

To determine what transit security forces can Identify or develop training courses 
do to increase the amount of community spirit which would increase the sensitivity 
in support of today’s social issues. exhibited by transit security officers 

(For example, in some major cities, transit during their normal duties. 
stations have become transient residences for 
homeless individuals. Policies which would Evaluate what can be done by the local 
require transit security officers to be sensitive system to alleviate the problems of 
to the problems of the homeless could realize homelessness. 
benefits for the transit system.) 

To encourage passengers to use the transit Provide standard uniforms for all 
system more often. (There is a significant body security officers. 
of knowledge which suggests that if passengers 
perceive that security individuals are nearby, Allow the security officers to 
they will use the transit system more often.) participate in the selection of the 

uniforms. This can have the added 
advantage of improving morale. 
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Sample Objective Associated Tasks 

To make a specific sum of money available for Provide competitions and awards for 
security officers CO attend specialty transit superior levels of performance and 
policing meetings, seminars, or conferences.	 demonstrated involvement in 

community efforts. 

To make the transit system much more 
proactive in preventing or mitigating security 
problems. 

Create a proactive security committee 
made up of transit officers and 
community representatives charged 
with identifying steps to minimize 
security incidences. This could be 
designed co involve the proactive 
security committee in interactions 
with local news media to communi­
cate steps being taken to improve 
conditions. 

Have the committee evaluation 
security data. 

Work with the local law enforcement 
community and evaluate whether 
there are any crime patterns which 
could be identified. 

Scope of Program 

This section of the Program Plan should be designed to provide information 
on the intent of the Security Program, who is involved, their functions, and 
how they relate to the goals and objectives identified in the preceding subsec­
tion. As a short summary of major concepts, this subsection could also be used 
elsewhere by the transit system as an executive summary defining the role of 
the Security Program. 

As an example, this section might state: 

S c o p e  o f  P r o g r a  m 

has been granted the author i ty  to  employ a  h igh ly  qual i f ied,  mot i -

The sys tem is  ded ica ted  to  max imiz ing  the  sa fe ty  and secur i ty  o f  
all of its passengers, employees, and other interested cit izens in 
addi t ion to  the vehic les,  equipment ,  and fac i l i t ies  u t i l ized by the 
sys tem.  Th is  commi tment  i s  demonst ra ted  by  the  c rea t ion  o f  a  
Trans i t  Secur i ty  D iv is ion  w i th in  the  t rans i t  sys tem which  repor ts  
d i rec t ly  to  the  Genera l  Manager  and consequent ly  has  grea ter  access  
to  dec is ion  mak ing  than  the  o ther  l ine  func t ions  such as  Main te­

nance,  Opera t ions ,  Account ing ,  Personne l ,  e tc .  The  Secur i ty  D iv is ion  
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vated, and well-equipped force of (number of) Security Officers. The 
Division is lead by (responsible leader), who is a career veteran of Transit 
Security activities and is well trained in all of the currently identified 
important issues within Transit Security. 

The functions of the Transit Security force are to maximize 
passenger and employee security; minimize fare evasion, facility vandal-
ism and destruction; and generally increase the quality of service being 
provided by the system. 

In developing the system’s Program Plan, this section should be 
tailored to support other materials that are included. This Security 
Program Plan will be required to be annually updated to record past 
security performance of the system, to identify modifications that are 
needed, and to establish goals for the upcoming year. Although this 
Security Program Plan sets a course for the direction of the Security 
Program to follow, the plan’s existence alone does not guarantee 
success. A commitment by the system and all of its employees to 
incorporate security into every aspect of the Authority’s operations is the 
only way to ensure that security experiences will be improved. For this 
reason the system’s employees are considered to be the most important 
component of both this Security Plan and the Security Program it 
supports. 

The objectives of the program can be quickly summarized in sentence form. For 
example, “the system is committed to regular, targeted training of the security 
force, the provision of adequate amounts and kinds of equipment, and to working 
conditions which maximize the force’s effectiveness.” 

Security and Law Enforcement 

Transit systems should take a proactive approach to security through the develop­
ment and implementation of a Program and Plan. Security breaches, however, 
will still occur and will need to be handled. If the system relies on its own transit 
security forces, the Plan must explain the level of responsibility of the forces and 
their relationship with the local municipal police department and other law 
enforcement agencies. If the system depends on the municipal police department 
for security, the Plan should discuss how the system interacts with the police and 
what sorts of agreements are in place. Transit systems purchasing law enforce­
ment capabilities from private companies or sheriff’s departments should discuss 
in their Plan, the relative roles of the law enforcement community and security 
departments, and the reasons for the particular security arrangement. 

Whatever law enforcement agency the system utilizes to support its security 
forces, that agency’s primary function will be to react to security breaches. The 
Program Plan should specify how law enforcement and transit security personnel 
work together, how they communicate, and how they share jurisdictions. 

It is extremely important to have, or to develop, a strong working relationship 
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between transit security and law enforcement forces. In a few locations, there 
is occasionally some friction between transit security forces and the municipal 
police. It is crucial that the System Security Program Plan take definite, positive 
strides to eliminate or prevent negative relationships. 

Management Authority and Legal Aspects 

The basis for the creation of the system should be defined. This section should 
present the system’s mission statement and the information related to the 
extent of its specific transit-related responsibilities. If the system is chartered 
to maintain its own security force, or if the municipal police department must 
be used to provide security, the legal basis for such requirements and respon­
sibilities should be defined. 

The authority and legal aspects of management relate directly to the expected 
liabilities associated with the system’s security role. For example, in some 
states, the maximum liability that can be assessed to a transit system is limited 
by legislation. That liability would extend to the security forces and the activi­
ties in which they are engaged. The legislation establishing the system’s 
responsibilities should be discussed here. 

Government Involvement 

It is a rare transit system which can operate strictly on the revenue generated 
by its farebox. The overwhelming majority of systems depend heavily on 
federal, state, and local funds to supplement their farebox revenues. Grants 
from governmental agencies are always encumbered with rules and regula­
tions which impact the operation of the transit system and, in some cases, the 
methods used to maximize security. It is useful include information on the 
sources of all major funding and to explain impacts on security that are due to 
the terms and conditions of the grants. 

It is not necessary to include every single origin of revenue. Just categorize the 
source of revenue by major governmental entities so that an understanding 
can be quickly conveyed. For example, significant amounts of funding come 
from the federal government. The federal government’s rules on third-party 
contracting regarding recordkeeping may reduce the number of security 
companies willing to offer security capabilities. Similarly, some transit systems 
receive significant grants from state departments of transportation. In some 
cases the amount of those grants is specific only for the year they were 
awarded, and a lack of continuity from year to year prevails. If revenue from a 
state source fluctuates dramatically each year, it is more difficult to maintain 
fixed levels of security. Local funds may also be irregular, yet may require that 
the transit security forces provide some security activities in areas adjacent to 
transit systems. Such services may simply be an extension of town-watch-type 
actions by citizens or may require the use of forces in the event of a natural 
emergency such as a tornado or hurricane. 
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The information in this part of the Guide can serve other purposes. For example, 
the information may be supportive of the need for a regional sales, property, or 
earned income tax which could provide stable and consistent funding for the 
system. The Intermodal Surface Transportation Efficiency Act of 1991 may also be 
a source of new funds for security with the opportunity to set aside monies (i.e., 1 
percent of Section 9 funds). 

Definitions Within the System Security Program Plan 

In developing this portion of the Plan, the system should define various transit 
terms and a security language so that the Guide can be clear and consistent. This 
section can be written in one or any combination of the following ways: 

• Write a narrative without being too wordy. 

• Use a bulleted format. 

•	 Write general descriptions of the various security concepts, and 
include more detailed formal definitions in an Appendix. An 
Appendix would require the reader to look back and forth 
between the text and the Appendix, so use this option sparingly. 

Note:  Please refer to “Introducing This Guide” for a list of definitions. 

12 



Chapter 3 
II: Transit System 
Description 





Chapter 3 
II. Transit System Description


Section II of the Plan is concerned with describing the transit system to which 
the Plan is directed. It should be designed to stand alone as a description of the 
system, This section will summarize the passenger, vehicle, and facility compo­
nents, the operating environment, the role of the safety plan, and existing 
security conditions. 

The transit system description should conform to the following outline: 

II. TRANSIT SYSTEM DESCRIPTION

A. Background and History of Transit Agency


B. Organizational Structure


C. Human Resources


D. Passengers


E.	 Transit Services/Operations

(Fixed Route Bus, Commuter Bus, Light Rail, Commuter Rail,

Subway, Paratransit, Other)


F. Operating Environment


1. Traffic


2. Weather


3. Geography


4. Crime Rates


5. Other


G. Facilities and Equipment


H. Passenger, Vehicle, and System Safety Plan and Program


I. Current Security Conditions


J. Existing Security Capabilities and Practices


1. Proactive Measures


2. Response Measures
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The Plan will be of interest to many people, not only those familiar with the 
system. Although the Guide should be designed as a working document, it may 
also be used as a reference by the general manager, security manager, driver 
supervisors, board members, city planners, non-transit police, citizens’ interest 
groups, and government officials. Readers who are and are not familiar with the 
transit system should be able to use the Plan to understand the nature of security 
within the transit system. 

The inclusion of systemwide information in the Plan lends a clear indication that 
security is an integral part of transit operations. It is important that security should 
not be considered a separate program by employees, as maintenance and opera­
tions staff sometimes feel about their own departments. Further, this helps those 
responsible for planning to address every aspect of the system in developing and 
reviewing security policies. 

The inclusion of a comprehensive description of the transit system is not unique 
to a Plan. Passenger, Vehicle, and System Safety Plans, annual reports, ADA 
Complementary Paratransit Plans, and other formal documents also require such 
a description. This material should not need to be developed from scratch. If it is 
necessary to generate completely new material, the description or parts of the 
description may be used for other documents. The history of the transit system, 
for example, is unlikely to change from one year to the next. It is not necessary to 
concentrate solely on security in this section. Security will be the prime concern of 
ail other sections of the Plan. 

The specific contents of the transit system description will naturally depend upon 
the system itself. However, there are a number of topics that should be addressed. 
Before developing this section of the Plan, remember that the Plan is being 
developed with a systems approach. As you will recall the definition of a system is: 

A composite of people, properly, environment, and procedures that are 
integrated to perform a specific operational function in a specific 
environment. 

The system description will be comprehensive. The elements of a system, shown 
in Figure 3-1, are diverse and interactive. Consider this big picture and the myriad 
of potential audiences as the description of the transit system is developed. 

Figure 3-1.

Elements of a System
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A. Background and History of Transit Agency 

Give the reader a clear picture of the evolution of the transit system and its 
place in the community. It should open with a brief summary, followed by a 
chronological order, beginning with the original need for transportation 
services and the empowerment of the transit system. Indicate when the 
system was empowered, how it was empowered, its history of service delivery, 
and major milestones that have been accomplished, such as expansion into 
new transit modes. A brief indication of passenger volumes may be included.. 

The transit system description should be in concert with the level of detail 
shown in the rest of the Plan. For a small system, the background and history 
can be a single page without a summary introduction. For larger and older 
systems, longer backgrounds may be appropriate, in which case a summary 
introduction should be included. The introduction may consist of a single 
paragraph that summarizes the history and background subsection, such as 
the example that follows: 

complementary paratransit, and one commuter rail line. 

The Bus System was empowered by the state legislature in 
1939 and charged with the responsibility of efficiently 
p rov id ing  a l l  pub l i c  t ranspor ta t ion  se rv ices  w i th in  th  e 
corporate limits of the City. As the City grew, the transit system also 
expanded. The name of the system was changed in 1954 to reflect its 
greater role as the City Transit system, and today operates fixed 
routes, a park-and-ride service, an express/commuter service, 

or 

The transit system is the product of a federal-state-local cooperative 
relationship dating from the late 1960s and early 1970s when local 
private bus companies were struggling to stay in business due to 
rising inflation, escalating fuel prices and decreasing ridership. By 
authorizing the system to acquire the assets of several private 
companies, the state legislature and administration assured the 
public that buses would continue to run in the state’s capital. Transit 
service in the City is believed to have begun before the Civil War, 
when a horsecar route operated between the thriving port of the 
Town and the Navy Yard. A brief look at the transit service of the past 
fo l lows.  

B: Organizational Structure 

Include an overall organizational chart and define the various functional 
portions of the transit system administration. Specific details on the security 
and safety portions of the structure should also be included. For the sake of 
clarity, the organizational structure should begin with the role of the transit 
system. It should then describe and show the relationship of the system to its 
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governing bodies. If the system, or its general manager or executive director, 
reports directly to a board or a state Department of Transportation, note that. For 
example: 

Governor of State 

Hon. R. Smith 

I 

Department of Transportation 

I 

TS Board of Directors 

The Transit System 
Executive Director 

Next, the overall structure of the transit system should be described. Include both 
an organizational chart and a narrative. In this subsection of the plan, it is the 
organization that is important, not the actual individual. Describe the organization 
of departments, making clear the chain of command among departments. For 
example, what is the organizational relationship between Maintenance and 
Operations? It maybe helpful to think in terms of who reports to whom, and then 
translate that into functions. 

Some departments report directly to the general manager or another key man­
ager without specific line authority over all departments, offices, and personnel 
under that manager. Many executive directors prefer to have a security officer 
work directly through them. Such organizational nuances should be reflected in 
the organizational chart and narrative. The organization of the entire system 
should be included, but the functions specific to security may be highlighted to 
customize it for the Plan. The narrative should specifically address the role of 
Security departments within the system. 

The organizational chart for a small or rural system may be as shown in Figure 3-2. 
A typical large transit system organizational chart is shown in Figure 3-3. 

Figure 3-2.

Sample Organization

Chart for a Small or

Rural System
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1
2
3
4
5
6
7
8
9

C: Human Resources 

The key to a Program is the group of people who make up the transit system. As 
the organization of the transit system has been explained, this subsection should 
focus on the staff. It should contain a summary of the number of employees, their 
various disciplines, and how they are divided among the various functional 
entities within the system. This information should be brief. Transit security 
should be an aspect of every employee’s job, and this approach should be 
reflected here. It would be appropriate to explain that every employee in the 
system has at least one security-related responsibility shown in his/her position 
description. 

Describe the special skills that members of the organization have that are relevant 
to security, such as degrees in law enforcement, the experience of staff in security, 
or special training. Describe also what relationships the system may have with 
security experts and resources outside of the organization. Special attention 
should be paid to the relationship of the security officer or group to the rest of the 
transit system and to other organizations. The following chart may assist you in 
doing so: 

Interfaces of Security 
Officer/Group 

with Other Departments and Organizations 

Department/Organization Security Relationship 
1. . 
2. . 
3 . . 
4 . . 
5 . . 
6 . . 
7 . . 
8 . . 
9 . . 
10. 10. 

D: Passengers 

In order to understand both the transit system and its security needs, it is impor­
tant to know about the passengers it serves. Included in this section will be 
graphic and narrative representations of passenger demographics, grouped by 
travel mode or other characteristics. Both population and ridership information 
should be included, as they are important to the Plan. This Summary information, 
however, should be brief. An appendix may contain additional information on 
population and ridership. Separate population and ridership documents should 
be referenced. This subsection of the Plan may first discuss the general population 
of the area served. The total population should be presented first, after which the 
Plan may break that population down by service area. The Plan may use a format 
such as follows: 
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The System serving the greater part of (general arca served). serves a 
total population of (latest census figure). These residents arc 
distributed among the several communities served. including (community A). 
(community B) and the surrounding county (or metropolitan area).. 
as shown below: 

C o m m u n i t y  A 
C o m m u n i t y  B 
Surrounding (Area) 

P o p u l a t i o n  : 

1 0 . 0 0  0 
9 . 0 0  0 

31.000 

(Total service area) 5 0 . 0 0  0 

Substitute whatever political 
applicable 

boundaries or census areas may be 
to the transit system. 

Additional demographic information, such as age and socioeconomic informa­
tion (based on the latest census data) may be useful in understanding the 
public which the transit system serves. If so, include that information here in a 
simple format. 

Ridership information must also be described. Introduce the ridership informa­
tion in narrative form, describing the number of passengers carried per year 
and any superlative information that may be interesting or applicable. If such 
information is available, describe where or when most trips are taken. The 
Plan should mention whether ridership is growing, stable, or declining. A 
breakdown of ridership information in tabular form should be included but 
should be kept relatively simple, showing one-way trips by community of 
origin if available: 

1993 One-Way Trips 

Community 
(Community A) 
(Community B) 
(Community C) 

Total 

Many transit systems that receive federal funding through Section 15 grants 
regularly report ridership data in standardized formats. This information may 
be inserted here. It is appropriate to describe ridership by time of day and day 
of the week as this will impact security needs. Refer the reader to other sources 
of information if necessary. 

E: Transit Services/Operations 

Introduce the various modes of travel services provided by the transit system 
and the summary information about the amount of exposure they face. For 
each applicable mode (fixed-route bus, commuter bus, light rail, commuter 
rail, subway, paratransit or other mode), a summary of the various routes, the 
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volume of trips delivered, and other statistical information should be provided. 
With regard to each mode, a short description should precede any relevant tables. 
The following information may be communicated: 

• 

• 

• 

• 

• 

• 

• 

• 

total number of routes


volume of trips delivered


start-up date


major changes expected in the next year


total number of security-related incidents


service area


total budget


any unique service characteristics


Following the introduction of each of the modes. the Plan should present 
operational characteristics which reflect the amount of exposure the transit 
system experiences on a daily basis. This exposure information is valuable to 
the reader and planner alike in that it establishes the difficulty of protecting 
operations. Most of these operational characteristics can be expressed in 
terms of hours. For each transit mode include 

• 

• 

• 

• 

the days and hours of service provision, 

the total number of hours each mode is exposed per day, (Every 
hour that each bus or other transit vehicle is not parked in a 
secure area is an hour of exposure; for example, 100 buses 
operating 10 hours each will represent 1,000 hours of exposure.) 

the total number of vehicles owned and the total number used at 
peak-hour, and 

operational characteristics such as traveling in the mountains 
during snowy or icy conditions, which reflect the amount of 
exposure the transit system experiences daily. 

Conclude with a brief reference to separate documents such as public brochures 
and annual reports that contain additional information on transit services. 

F: Operating Environment 

Briefly present narrative information about traffic, weather, geography, crime 
rates, and any other characteristics that describe the local environment: 

1. Traffic: A description of the level of congestion and volume of traffic 
associated with the roadways and guideways in the service area. This will 
not be specific to particular routes. It will be systemwide in description. 

2. Weather: A paragraph indicating the type of weather patterns within 
the region in which the transit system operates. 
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3. Geography: A paragraph summarizing geographical features of 
the service region. Discuss anomalies or designs which cause or solve 
problems. For example, major rivers in the service area can often 
inhibit movement to available bridges. In contrast, transit applica­
tions such as timed-transfer operations in the central business district 
can often improve the quality of service related to the area. 

4. Crime Rates: A paragraph summarizing crime rate information for 
the areas which the system serves. Crime statistics are available in 
various levels of detail for most urban areas and may become an 
integral part of Program planning. Only city-wide statistics, totals, 
and trends in crime rates should be reflected here. 

5. Other:	 A paragraph describing any other characteristics within the 
local environment which may have an impact on security and/or 
safety. 

G: Facilities and Equipment 

It will be necessary to provide appropriate information on the various adminis­
trative and garage facilities and equipment owned and operated by the transit 
system. Each of the facilities should be discussed. Include information on their 
location, function, square footage, number of employees, etc. This information 
should be presented in a narrative description of the facilities and should be 
accompanied by summary tables. For example, the table format shown in 
Table 3-1 may be used as is or as the basis for the system’s presentation. 

Facilities and Equipmeat 

Table 3-1. Facilities and 
Equipment 

Name of 
Facility 

L is t  o f  
Buildings 

Square 
F o o t a g  e 
Associated 
with Each 
o f  t h  e 
Identified 
Buildings 

General 
Function 

Of 
the 

Overall 
Facility 

Specific 
Functions 

Associated 
wi thin 

Each 
Building 

of  the 
Facility 

Number of Uti l ized (for 
Employees 
Associated 

with Each 
Building 

within the 
Facility 

Description of 
Secur i ty  Dev ices  

example, 6-foot 
chain-linked fence, 

6-foot chain -
linked fence with 
barbed wire, 6-foot 
chain-linked fence 
with razor wire, 8 
foot chain-linked 
fence. etc.: closed-
circuit TV, 
burglar alarms, 
motion detectors, 
armed or unarmed 
guards, dog patrols 
etc. 
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The tabular data should allow the reader to fully realize that each of the facilities 
has its own set of characteristics. Table 3-l can be expanded to include the 
equipment maintained within the facility or separate tables can also be used. It is 
helpful to know how many exits are associated with each building, whether there 
are windows, what types of rooms are included, and whether storage areas exist. 

In addition, detailed information related to the maintenance of security at each of 
the facilities should be included. Information on alarms, cameras, and other 
security equipment would be useful. Also include information on the hours of 
operation of each facility and the hours during which only security forces or 
devices are present. This information may be useful in the development or analy­
sis of specific collected data. For example, the effectiveness of closed circuit 
television (CCTV) equipment may be examined by comparing the volume of 
instances of security breaches at facilities with CCTV to those without. 

H: Passenger, Vehicle, and System Safety Plan and 
Program 

Aside from this Plan and the Program it presents, the system should also have a 
Passenger, Vehicle & System Safety Plan and Program. In many ways, safety and 
security comingle as significant concerns of the transit system. Over several years, 
the PTA, through its research arm, the Volpe National Transportation Systems 
Center, has recommended that each transit system put together a Plan and 
Program. The Plan and Program should be a companion volume to the Plan and 
Program. 

The fundamental difference between safety and security was discussed in the 
introduction to System Security section. 

• Safety is freedom from occidental danger. 

• Security is freedom from intentional danger. 

The Plan should discuss how to be prepared with a proactive approach to pre-
venting or mitigating accidental dangers. Overall, the approach should prevent 
potential safety problems before they develop and should prepare the transit 
system to react to safety issues when they actually occur. 

The structure of the Plan should be very similar to that of the Plan, except that the 
concerns here are not with accidental situations, but with deliberate actions taken 
by perpetrators to acquire money, goods, or equipment or to deliberately damage 
or destroy equipment and facilities. The Plan should also be very concerned about 
minimizing the number of attacks or assaults on passengers, employees, and 
others using the system. 

This subsection of the Plan should summarize the overall philosophy of the Plan 
and Program and integrate it with the Plan and Program. Some of the individuals 
on the proactive safety committee may also be members of the proactive security 
committee, which is discussed later in this Guide. Similarly, those individuals 
responsible for analyzing safety statistics and developing conclusions about how 
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safe a facility or system really is may be quite effective in accomplishing 
analyses related to security. 

A significant difference between the Plan and the Plan is that the security 
forces may not be employed by the system. They may be under a service 
contract with the system and provide security through a separate, private, for-
profit company or a municipal police department. The system should clearly 
demonstrate the similarities and differences between the two types of plans 
and programs. 

I: Current Security Conditions 

The Transit System Description section of the Plan should develop a portrait of 
the current conditions. (Up to this point, information should have been on the 
facilities, the people, the equipment, the service, and other information 
designed to convey a perception of the system.) In this subsection, it is impor­
tant to summarize the kind of security breaches that have occurred within the 
system to date. Include documentation on the frequency of problems experi­
enced during the previous one-, two-, three-, four-, or five-year period. Ex­
amples of security breaches may include, but are not limited to: 

• assault and battery 

• bomb scares 

• computer database intrusion 

• disorderly conduct 

• domestic threats 

• drug abuse 

• drug sales 

• exhibitionism 

• facility and equipment damage 

• fare evasion/dodging 

• forgery 

• fraud 

• graffiti 

• vandalism 

• lewdness 

• muggings 
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• personal crime 

• property crime 

• rape 

• revenue theft 

• sabotage, destruction and altering 

• stock/parts shrinkage 

• solicitation 

• strong-arming 

• t e r r o r i s m  

• t h e f t 

• trespassing 

The system may choose to use this list to classify security breaches or it may 
choose to use its own categories. It may also choose to include only those security 
breaches which actually occurred, along with their frequency of occurrence. 
Alternatively, the system may want to develop a comprehensive list of security 
breaches and demonstrate, in a frequency of occurrence table, that it is free of 
some of the security problems experienced by other transit systems. It may be 
useful to contact other transit systems in the system’s state or the state transit 
association (if one exists) to determine what lists of security breaches are avail-
able. 

By identifying problems experienced by similar transit authorities that could arise 
locally, the system prepares itself to address potential security problems. This 
information will be useful later when you compare the experiences of various 
transit systems for certain periods. It can also serve as the basis for statistical 
analyses which can be used to identify specific goals and objectives. Each existing 
security problem and proactive measure being considered should be discussed. 

J: Existing Security Capabilities and Practices 

Summarize what is currently being accomplished by the system to maximize 
security provided to passengers, employees, vehicles, facilities, and equipment. It 
may include a discussion of devices and procedures currently used. 

A strong emphasis on proactive measures is needed. However, since security is 
freedom from intentional danger, the perpetrators can be expected to be success­
ful sometimes. The response measures (law enforcement) currently employed by 
the transit system should also be summarized here. 
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1. Proactive Measures 
This subsection should include a summary of the existing methods and proce­
dures, devices, and systems that currently exist to prevent or minimize security 
breaches. They may include committee work, analysis, training programs, and 
passenger coaching. For example, the system may have created a proactive 
security review committee responsible for identifying potential and existing 
problem areas, developing standard operating procedures, and installing 
various devices to mitigate or prevent breaches from occurring. If the 
proactive security committee has been asked in previous periods to address 
certain issues, those measures should be included here. 

If the system has developed databases on the various security breaches which 
have or could occur, then the analysis of that collected data, the conclusions 
drawn, and the activities that have been implemented to improve security 
should be discussed. 

It is reasonable to assume that the system has taken steps to provide training 
for its employees. Training might include the development of psychological, 
physical, and behavioral profiles of passenger attackers so that those individu­
als can be high on the target list for surveillance activities. 

Most employees become overly familiar with their own work environment and 
cannot recognize its faults. It may be worthwhile for the transit system to 
conduct peer security audits as part of the training program. The system would 
visit the facilities of other transit systems within the state, nearby, or at proper-
ties of similar size, and conduct a detailed security audit. Once the audit is 
completed, a presentation of the findings to the local system could identify 
significant threats and vulnerabilities which would need to be remedied. Once 
trained, transit security personnel from different systems can benefit each 
other with practical and classroom training on the identification of vulnerabili­
ties. 

Also included in this section should be: 

•	 Information on any and all training courses which have been 
completed by system personnel and resulted in an increased 
proficiency in security. 

•	 Any passenger coaching the system has accomplished, (This 
may include exhorting passengers through advertising on 
buses, subway trains, and stations to closely guard their purses 
and wallets or to avoid wearing chains, earrings, or other 
jewelry which could easily be a target for snatching; to never 
exhibit large sums of money; to avoid standing in dark, remote 
locations in transit centers; and to maintain a general 
awareness of the surrounding environment.) 

•	 Use of intrusion alarms, motion detectors, and other devices 
on facility entrances. 

• The proactive value of closed-circuit television systems (if 
used) and publicity indicating their presence. 
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While many law enforcement activities performed by police departments tend to 
be reactionary in nature, the system should endeavor to include the law enforce­
ment community in proactive, preventative activities. If the system has involved 
the police department, then a description of those activities and the benefits 
realized should be discussed here. 

2. Response Measures 
No matter how proactive the system is, there will still be some security breaches. 
Moreover, the transit system’s security forces may respond to security breaches. It 
is highly probable that local law enforcement officers may end up having greater 
authority at the scene. The hierarchy of authority should be discussed here, along 
with the method for communicating with law enforcement when a security 
breach occurs. The capabilities and practices of the local law enforcement agen­
cies with respect to how they currently respond to security problems within the 
transit system should be discussed. 

Standard operating procedures for notifying transit security forces that a security 
breach has occurred need to be discussed, and the role of transit security officers 
when they arrive on a crime scene needs to be explained. It is extremely impor­
tant that the Plan clearly detail the jurisdictions of each of the various law enforce­
ment groups, including both the hierarchy of decision-making and the level of 
responsibilities. 
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Chapter 4 
III: Management of the 

System Security Plan 

Section III of the Plan provides a description of how the transit system will manage 
the Program. No matter what size or structure the transit system is, the Plan 
should account for each of the following management functions: 

•	 Developing the mission statement and overall system security 
policy 

• Managing the Program 

• Assigning specific responsibilities to staff within the transit system 

• Establishing a Proactive Security Committee 

• Establishing a Security Breach Review Committee 

The Management of the Plan should conform to the following outline: 

A. 

B. 

C. 

D. 

E. 

III. MANAGEMENT OF THE SYSTEM 
SECURITY PLAN 

Responsibility for Mission Statement and System Security Policy


Management of the Program


Division of Security Responsibilities


Proactive Security Committee


Security Breach Review Committee


Because transportation organizations vary in size, scope, and management 
structure, it is not practical to set forth the appropriate distribution of responsibili­
ties in this Guide for all transit systems. For example, in a small system there may 
be one individual who is responsible for developing the mission statement and 
managing the Program on a daily basis. As another example of the variations in 
program management, the same individuals may serve on both the Proactive 
Security Committee and the Security Breach Review Committee. However, large 
urban systems could have separate committees (or subcommittees) for these 
functions for each transit mode. 
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A: Responsibility for Mission Statement and System 
Security Policy 

A successful Plan requires leadership from the top down and involvement at all 
levels. This part of the Plan should identify the individual or group that develops 
(and signs) the mission statement of the Plan. In most cases, that will be an 
executive director, managing board, or some other top-level manager. The plan 
should emphasize the importance of the mission statement in setting the tone 
and emphasizing the priority that management places on system security. 

System security policies may be the responsibility of the same executive director 
or managing board. This part of the Plan will identify the individual or group 
responsible for setting the transit system’s security policies. Depending on the 
operation of the Program, policies may be developed cooperatively with local law 
enforcement agencies. In larger transit systems, legal staff may be involved in 
developing the system security policies. The Plan should relate the development 
of security policies to the overall mission of the Program. The individuals respon­
sible for revising existing security policies should also be identified in this portion 
of the document. 

B: Management of the Program 

In general, there are two basic structures for managing a Program: 

1.	 In smaller systems, the transit system manager has many 
responsibilities, which include overseeing the Program and 
carrying it out on a daily basis. 

2.	 In larger systems, the transit manager is ultimately accountable for 
system security but is more removed from daily operations. 
Therefore, it is likely that another individual would coordinate the 
daily activities of the Program. 

State which of these two management structures the transit system uses for its 
Program and present the general reporting and communication responsibilities 
regarding security issues for the entire organization 

The Plan should assign these nine management activities: 

1. Being ultimately responsible for secure transit system operations 

2. Communicating security as a top priority to all employees 

3.	 Developing relations with outside organizations that contribute to 
the Program 

4.	 Developing relations with investigatory agencies such as the 
National Transportation Safety Board 
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5 . 	 Listening to  and tak ing appropr ia te act ion on a l l  secur i ty  
concerns brought  to  the a t tent ion o f  the appropr ia te  
indiv idual  or  group.  

6. 	 Ident i fy ing potent ia l  secur i ty  concerns in any part  of  the t ransi t  
system ’s operat ions 

7.  Act ively sol ic i t ing the secur i ty  concerns of  other  em p loyees  

8 . Serv ing as a  l ia ison between the Proact ive  Secur i ty  and 
Secur i t y  Breach  Rev iew Com m  i t tees and transi t  system 
e m p l o y e e s  

9 . 	 W ork ing to  ensure that  the  Program is  carr ied out  on a dai ly  
basis  

In a sm al ler t ransi t  system ,  the m anager  wou ld  hand le  a l l  o f  the  secur i ty  
m a n a g e m ent act iv i t ies.  In larger organizat ions,  there m ay be a  lead secur i ty  
o f f icer  who is  responsib le  for  carry ing out  the program . T h is indiv idual  would 
concentra te  on act iv i t ies  5  through 9.  The system  m  anager  wou ld  genera l l y  
take responsibi l i ty  for  act iv i t ies 1 through 4.  

W hen a t ransi t  system is preparing i ts Plan, i t  m ay discover that  i ts  current  
m a n a g e m ent  s t ructure needs rev is ing.  I f  so,  the new st ructure should  account  
for  the responsib i l i t ies re lated to the Program . 

C: Division of Security Responsibilities 

Ear l ier  sect ions of  the Plan in t roduce the organizat ional  s t ructure of  the t ransi t  
system and i ts  ind iv iduals .  Th is  por t ion o f  the Plan should  present  a  com p le te  
l is t ing of  a l l  l ine and staf f  posi t ions wi th in the organizat ion,  a long wi th their  
respect ive secur i ty  responsib i l i t ies .  The p lan should s tar t  on a new page for  
each funct ion to  a l low for  easy rev is ions and addi t ions as responsib i l i t ies 
change,  new responsib i l i t ies  com e  up ,  o r  jobs  are  c rea ted  or  m e rged .  The  P lan  
should  a lso  inc lude a  graph ica l  dep ic t ion  o f  the  organ izat ion  showing cha ins  
o f  com m  and and  l ines  o f  com m  unicat ion.  

For  each pos i t ion ,  the  P lan shou ld :  

• S u m m  arize the overal l  secur i ty responsibi l i t ies 

•	 Place those responsib i l i t ies in  the context  o f  o ther  work 
act iv i t ies 

• Include a l is t  of  secur i ty-re lated tasks 

For  exam ple,  a descr ipt ion of  the secur i ty responsibi l i t ies of  a t ransi t  system ’s 
superv isors m ight  look l ike the fo l lowing:  
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Supervisors are responsible for communicating the transit system’s 

security policies to all employees. For this reason, supervisors must 

have full knowledge of all security rules and policies, but more 

importantly, they must communicate those policies to other employees in 

a manner that encourages them to incorporate security practices into their 

everyday work. The specific responsibilities of supervisors under the 

security plan include: 

• having full knowledge of all standard and emergency operating 

procedures 

• ensuring that drivers make security a primary concern when on the 

job 

• cooperating fully 

regarding any accident investigations 

• listening and acting upon any security concerns raised by the 

drivers 

• reporting to the security officer or the manager any security 

concerns. 

with (name of transit system )'s security program 

D: Proactive Security Committee 

The Proactive Security Committee is one of two committees that a transit system 
should establish to handle security issues. The major task of this Committee is to 
identify and neutralize potential security risks that the transit system may encoun­
ter -to eliminate security problems before they happen. 

This Committee should conduct systemwide security assessments and make sure 
that new procedures and facilities incorporate security in their design. This 
Committee may also develop and review training programs geared to security. 
Members of this Committee should also look for new techniques that will improve 
the security of the transit system. 

The Proactive Security Committee is also responsible for security reviews. These 
reviews 

•	 determine compliance with management policies, rules, 
regulations, standards, codes, procedures, and assigned security 
responsibilities; and 

•	 identify organizational issues that may contribute to recurring 
security incidents or less effective responses to incidents. 

Moreover, this Committee may actively promote improved safety in the transit 
system. Activities in this area include security awareness campaigns, awards 
programs, and special security-related events. 

The people who serve on this Committee should represent both the transporta­
tion organization and the local community. Five to seven members would allow 
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the Committee to have a broad representative base and to retain manageabil­
ity. Small organizations may wish to have only three members on the Commit-
tee; however, this would increase the workload for each member. 

Representation on the Committee might include 

•	 individuals from various parts of the transit system and 
independent representatives 

• dispatchers, drivers, and mechanics (if applicable) 

• representatives from the local police department 

•  local officials 

•	 insurance representatives (assuming they have no financial ties 
to the transportation organization) 

• board members 

•	 leaders of community organizations concerned about local 
security. 

In some small transit systems, the system manager serves on the Committee. 
In larger systems, the head of operations may assume the responsibility of 
representing management. In either case, the management representative has 
dual responsibilities. The first is making sure that management’s interest in 
providing a secure environment for passengers and employees is represented. 
The second is maintaining a sense of fairness throughout the process. 

The Proactive Security Committee should meet at least once a month to work 
on Program issues. At the meetings, members should report security-related 
concerns, review potential problems, and designate members to investigate 
security issues. Once a security concern is brought to the attention of the 
Committee, one or more representatives should be chosen to evaluate the 
potential problem. They should then report their findings at the next meeting. 

E: Security Breach Review Committee 

The Security Breach Review Committee is the second of the two committees 
that a transit system should establish to handle security issues. The major 
purpose of this Committee is to identify the security breaches against the 
transit system and to investigate these incidents to understand the deficien­
cies in the Program. While the Proactive Security Committee should seek to 
prevent security breaches, while the Breach Review Committee looks at 
incidents and breaches that have already happened. 

In smaller transit systems, the two committees may be combined as a single 
Security Committee. If possible, the transit system should create two indepen­
dent committees that cooperate to share information and findings as well as 
to avoid conflicts of interest. 

31 



The incidents and breaches that the Security Breach Review Committee investi­
gates may be controversial or sensitive. They may involve violence, criminal 
activity, or wrong-doing by members of the transit staff. Therefore, the Committee 
members must be viewed as impartial and above suspicion. The Committee 
should include members of management and non-management, plus indepen­
dent members from outside the transit system. The outside members could be 
from the local police, municipal government, fire department, or some other 
organization familiar with security issues. These outside members must be objec­
tive individuals who are trusted by management and other employees. 

The Committee members should review security incidents to determine whether 
the breach occurred because of 

• incorrect policies or procedures 

• procedures that were not carried out by staff 

• an accepted risk 

• unforeseen technology or action against the transit system 

• some combination of the above 

In some cases, the Committee may be able to recommend specific actions to 
prevent future security breaches of a similar nature. At other times, the Commit-
tee may refer the security breach to the transit system manager or the Proactive 
Security Committee and ask them to develop preventive measures. The Commit-
tee may also recommend cooperation with local law enforcement for incidents 
that the transit system cannot handle on its own. The Plan should spell out the 
extent of the Security Breach Review Committee’s authority in recommending 
actions and/or changes in security policy. 
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Chapter 5 
IV: Security Program 
- Roles Responsibilities 

Individuals throughout the transit system will accomplish the overall security 
goals and objectives if they are assigned roles and responsibilities in the form 
of procedures. Outline the regular security activities of the transit system. All of 
the tasks necessary to accomplish the goals and objectives established earlier 
in the Plan will be assigned to specific individuals and groups, thus creating a 
comprehensive working document. 

In order for a transit system to be secure, priorities must be established as a 
general goal with specific supporting objectives. Each of these objectives 
must be translated into specific tasks. Everything included in this section must 
meet the goal and objectives established in the Introduction to System Secu­
rity. It should include the tasks, subtasks, and methods by which the goal and 
objectives will be accomplished. If a task must be accomplished but does not 
meet a specified objective, the objectives must be revised. 

This section of the Plan (along with the sections on Threat and Vulnerability 
Identification, Assessment, and Resolution, and Implementation) are the core 
of the Plan. Other sections of the Plan address the management, implementa­
tion, and revision of the Plan. They divide the general responsibilities among 
the transit staff. It is this section and the next section that should establish the 
ways in which all necessary components of an effective Program will actually 
be carried out. 

The plan should account for each of the following: 

IV. System Security Program: 
Roles and Responsibilities 

A. Planning 

B. Proactive Measures 

C. Training 

D. Day-to-Day Activities 

Be very specific and include tasks, assignments, standard operating proce­
dures, and emergency operating procedures. The level of detail with regard to 
actual procedures means that the Plan will have to be kept open and revised. 
The transit system must be willing to update the Plan as ongoing activities 
change. 
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Combine those activities already being conducted (as long as they address 
the security goal and objectives of the system) and those yet to be imple­
mented. If a full Program is not already in place, many activities will concern 
preliminary threat identification and assessment and known security 
problems. Once a Program has been in place for some time, changes to 
roles and responsibilities should generally be the result of the threat and 
vulnerability identification, assessment, and resolution process described in 
the following section. 

Each task must be assigned to a specific person who will be responsible for 
accomplishing the task This aspect of the Program cannot be emphasized 
strongly enough. "Roles and Responsibilities” is the title of this section rather 
than “procedures,“to stress the need for people to rake responsible action. If 
the Plan consisted of procedures only, there would be no guarantee that 
any tasks would be carried out or that any objectives would be accom­
plished. To further ensure the accomplishment of security tasks, the Plan 
should refer to specific individuals by title and by name. Although this will 
sometimes require a revision of the Plan, turnover should be less frequent 
than the need to revise security procedures. 

An appropriate introduction to the Roles and Responsibilities section 
should be included, as this section will be of particular interest to the 
system’s employees. An example might be: 

I n t r o d u c t i o  n 
To ensure that operations are conducted in the most secure manner possible, all 
transit system personnel have been assigned specific security responsibilities. In 
addition to their responsibilities under the System Security Program, all staff are 
required to carry out their regular responsibilities as assigned and adhere to the 
security operating procedures described herein. 

A: Planning 

Outline all security planning activities and assign those functions to indi­
viduals. After the development of the initial Plan, most planning activities 
will either be ongoing or will grow out of the process (described in the next 
section) of identifying, assessing, and resolving security threats and vulner­
abilities. The general process for both types of planning activities should be 
described and assigned here. Regular planning activities might include: 

•	 meeting with the local chief of police annually to discuss 
long-term issues, 

• reviewing the success of the Proactive Security Committee, 

•	 establishing monthly security planning meeting with 
managers, or 

• soliciting ideas from all staff for improved security. 
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At a minimum, a procedure must exist for developing and modifying the Plan. 
This responsibility may be assigned to the General Manager or lead security 
officer. Summarize the procedure and responsibility briefly here. The imple­
mentation and evaluation of the Program Plan will be discussed in greater 
detail in Chapter 7. 

The transit system’s Board of Directors will play a role in the planning of 
security activities by way of approving the initiative to develop a security plan 
and through review and approval of the actual Plan. The lead security officer 
should submit the Plan to the Board following its annual revision. In the case 
of a new Plan, it should be submitted after it has been finalized but before it 
has been implemented. The review of the Plan will ensure that the role of 
security is appropriate and supported. It should be made clear that the Board 
can also assist in the Process by communicating any particular security con­
cerns to top management. Security might be placed on the board’s agenda at 
least at a regular interval. 

As indicated throughout the Plan, general planning responsibilities will prob­
ably be delegated to the General Manager or lead security officer. That general 
planning function should be stated explicitly here. The lead security officer 
might also have such planning responsibilities as: 

•	 assisting the General Manager in the overall development of 
the Plan, writing specific portions of the Plan, 

•	 coordinating with other departments in the establishment of 
security procedures, 

• serving on the Proactive Security Committee. 

Other managers and supervisors have a wealth of information on the opera­
tion of the transit system. They should be consulted by the security staff and 
security committees if they are not already members. In addition, managers 
should be responsible for reviewing the draft Plan, providing input on the 
implementation process, soliciting security concerns and suggestions from 
staff, communicating appropriate issues, and considering security in their 
normal planning activities. Such security planning functions should be clearly 
outlined here. 

All other staff members can assist in security planning by sharing their security 
concerns and ideas for improvement either through a supervisor, suggestions 
box, or appropriate security staff. All staff members can assist in up-to-the-
minute planning during the accomplishment of their own day-to-day func­
tions. For example, all staff, drivers especially should be charged with the task 
of “Considering the security of transit passengers, employees, vehicles, 
and facilities at all times.“ Drivers and mechanics should be made aware of 
the importance of their own planning roles. For example, a driver must con­
sider the security of the passengers whenever leaving the vehicle and cor­
rectly interpret and apply all standard operating procedures. The planning 
tasks and assignments that follow are examples. When this section of the Plan 
is developed, each conceived planning task should be appropriate to the 
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transit system and assigned to a specific person. Subsections may be 
organized either by task or by staff position, so that if such a list were 
presented, each line would be followed by the title (and preferably the 
name) of the responsible members of the transit staff. 

• 

• 

• 
• 
• 
• 
• 

• 

• 
• 
• 
• 
• 

• 

• 
• 

Planning Tasks and Assignments 

Review new security activities to determine how they will impact the areas 
for which each manager is responsible. 
Develop implementation strategies for new security-related activities to be 
assigned. 
Develop time lines for implementation of new security subprograms. 
Consider security aspects in all new equipment acquisitions. 
Plan fiscal requirements of security activities. 
Plan for the limited distribution of keys and access to transit facilities. 
Consider the security of transit passengers. vehicles. and facilities in the 
accomplishment of all regular activities. 
Offer suggestions for the improved security of transit passengers, vehicles, 
and facilities. 
Staff the security department. 
Determine training needs for security-related activities. 
Review System Security Program Plan. 
Develop resolutions for security problems identified. 
Determine equipment requirements for all new or considered security 
activities. 
Meet with local police chief biannually to discuss long-term security 
issues. 
Review the success of the Proactive Security Committee. 
Solicit ideas from all staff on improved security. 

B: Proactive Measures 

Proactive security measures are those subprograms or activities undertaken 
to prevent breaches in security or to minimize threats and vulnerabilities. 
Proactive security measures rarely include activities designed to respond to 
security breaches unless those activities will reduce the severity of the 
incident during its occurrence or actually prevent future breaches in some 
way. 

Proactive security measures should be developed at the time the Plan is 
written in order to address all security problems that have been discovered, 
especially in the case of the first Plan. Other proactive measures may have 
been recommended for implementation by the Proactive Security Com­
mittee or may have been only recently implemented. As the system will not 
always want to wait until the next Plan revision to implement proactive 
security measures, some may be in full swing by the time of the update. 
Regular proactive security measures should be shown in the Plan as usual 
activities. This subsection should briefly describe the problem each 
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proactive security measure is designed to mitigate, referencing other 
reports as necessary, along with the proactive measure. For each, the 
responsibilities for the proactive security measure should be assigned. 
Proactive security measures that establish new operating procedures may 
reference those standard (or emergency) operating procedures as pre­
sented in day-to-day Activities. Proactive security measures that need to be 
implemented should also include the tasks necessary to initiate the new 
measures. 

For instance, a new proactive measure might be to require bus keys that 
cannot be easily duplicated. The task of writing this requirement into all 
new procurement bid packages might be assigned to the maintenance 
manager and a procedure established for running certain purchases 
through a security department check. 

As presented in this subsection, this proactive security measure might 
appear as follows: 

Bus Keys 

The Proactive Security Committee has noted char a number of drivers 
have expressed concern about leaving their vehicles unattended during 
mandatory breaks at the end of the line. In the interest of preventing 
theft or damage to the buses, vehicles will henceforth be purchased with 
key-controlled ignitions, rather than the simple push button start used 
previously. These keys shall be of non-duplicable shape. 

Assignments: The task of writing these requirements into a new vehicle 
procurement bid package shall be assigned to the maintenance manager. 
In addition, certain acquisitions shall be reviewed by security staff prior 
to purchase. 

Implementation: 

• Maintenance manager will consult vendors prior to the next vehicle 
acquisition process to determine available key configurations. 

• Maintenance manager will develop standard language to be included in 
vehicle specifications. 

• General Manager will obtain budgetary approval and include extra costs 
in annual budget. 

• Operations staff will develop key assignment procedures for shift start, 
driver replacements, breaks, and lost keys. 

• Standard Operating Procedures for key assignments will be amended 
and included in the Security Plan. 

37 



C: Training 

Security training should be established for all personnel. At a minimum, all 
employees should be given enough training to carry out the security responsi­
bilities expected of them. Training may range from ensuring that security is 
discussed during all regular training programs to sending staff members to 
national meetings to attend sessions on transit security. 

Describe all training conducted in the interest of increased security, whether 
proactive or responsive. All types of training should be referenced, including 
new employee orientation, training requirements for security personnel, 
special workshops, and any training to implement new proactive measures. A 
single paragraph may be used to describe each training activity, although 
certain overall training activities may be grouped categorically. Each descrip­
tion should reference other appropriate documents; for example, a descrip­
tion of a passenger relations course for drivers might refer to the instructor’s 
manual. 

New employee orientation training is recommended for all transit personnel 
and should be described here. This type of training might emphasize security 
through a short talk by the General Manager. Security responsibilities should 
also be stressed in the review of each new employee’s job description and 
appropriate operating procedures which each employee normally receives. 
Procedures that are more critical or complicated should be practiced. 

All drivers should normally be trained in passenger relations to establish 
smooth operations and rapport between drivers and passengers. Passenger-
relations training should address the handling of passenger problems, both 
harmless and security threatening. A paragraph describing such training 
might read: 

All vehicle operators are trained in Passenger Relations, a course 
raking one full day including breaks and exercises. In addition to 
covering normal company policies and how to assist passengers, the 
course emphasizes the need to maintain polite control of activities in the 
vehicle for the security of passengers and the vehicle, and covers the 
handling of the following: 

• radio playing 
• expired transfers 
• fare evasion 
• use of rear doors 
• writing on walls and seats 
• threats 
• passenger requests for assistance 

The specific contents of this training are derailed in the Passenger 
Relations Instructor's Manual and the Operator's Manual for Passenger 
Relations 
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Professional development training (such as attendance at security workshops 
by lead security staff) should also be described. A transit system might, for 
example, send both the General Manager and the lead security officer to 
annual regional transportation conferences, expecting each to attend at least 
one workshop on security. Staff development training for operators might 
include scheduling yearly drivers’ meetings at which the local police talk 
about the role of citizens and transit operators in the handling of serious 
incidents. 

Some detail should include a description of training for the security staff or the 
training required of new hires for the security department. Some systems 
require specific training from a certified academy; others require that certain 
tests be passed during pre-employment screening. Many also conduct on-the-
job training of security staff. 

Describe all new training required to implement the new proactive training 
measures previously described. The training will change to reflect the newest 
proactive measures each time the Plan is updated. These training areas may 
be described as one time, such as the training of supervisors in the use of 
closed-circuit television monitoring equipment when the equipment is in-
stalled, or the inclusion of vehicle lock-up procedures in driver training. 

D: Day-to-Day Activities 

Outline all of the security-related activities carried out on a daily operating 
basis. Because this subsection will describe transit procedures in detail- and 
because the Program and Plan are being developed using a systems approach 
which considers all elements of the transit system (environment, people, 
procedures, and property) -this section of the Plan should be of significant 
size. It should consist of: 

1. standard operating procedures, 

2. emergency operating procedures, and 

3.	 those security related tasks that are subsystems of other transit 
related activities. 

Standard operating procedures (SOP S) are those daily activities and tasks 
intended to accomplish any function within the transit system. These usually 
compose the rules and policies of the transit system. Only those that affect or 
are affected by security need be described here. However, due to the compre­
hensive nature of a good security program, this will include many activities. 
Proactive, reactive, and neutral activities will be included to whatever extent 
they are built into standard operating procedures. 

Include all appropriate personnel in the development of standard operating 
procedures and consult outside sources as necessary. All SOP S impacting 
security should be described. The following are some activities that might be 
included: 
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• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

operators leaving the vehicle for breaks 

operators leaving the vehicle at the end of shifts 

securing lots and yards at the close of business 

securing buildings at the close of business 

distributing facility keys and assignment of access 

terminating employment 

collecting and counting revenue 

securing other vehicles 

securing other equipment 

patrolling of facilities 

daily activities of security staff 

response to potential security breaches 

security-related activities of station attendants, train operators, 
and drivers 

shift responsibilities for station attendants 

operator procedures for handling security threats 

Those subtasks that have few security-specific tasks may be abridged to 
include only background and security-specific procedures and be described in 
detail elsewhere. This might apply to purchasing procedures, for example. 

Emergency operating procedures (EOPs) are those special procedures for 
nonroutine but serious occurrences, such as responding to alarms. EOPs also 
include contingency plans for nonpredictable occurrences that may have 
critical or catastrophic consequences, such as power failures or natural disas­
ters. 

Detail the responses to actual security breaches, as well as all other emergency 
operating procedures that may impact security: At the very least, the following 
EOPs should be described: 

• emergency reporting 

• emergency handling by security staff 

• emergency actions by front-line staff 

• dispatcher responses 
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• 	system actions for 

- minor security breaches 

- crimes against passengers 

- violent crime 

- bomb scares 

- hostages 

- highjackings 

- burglaries 

- other specific security breaches 

• incident investigation 

• media communications 

• contingency plans for 

- power failures 

- natural disasters 

- terrorism 

The Plan is intended to be a living document and will need to be updated 
in real time. Describe each set of operating procedures on a separate page, 
with a revision date, so that new or revised operating procedures can be 
easily inserted. This will also help administrative assistants responsible for 
distributing Plans to managers and/or assignments to copy all of the 
appropriate pages for each set of staff. The format for a set of operating 
procedures includes: 

• t i t le 

• separate page for each set of procedures 

• descriptive indicating affected personnel 

• level of restriction 

• list of procedures 

• highlighted changes (optional) 

The operating procedures may be organized in any fashion that is clear to 
all readers. This may be alphabetical by title, by department, or by first 
standard then emergency operating procedures. Be sure to include any 
new procedures related to proactive security measures and that all new 
procedures have been put through an implementation process. To help 
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emphasize changes in policy, revisions may be highlighted. The following 
shows an example of a security-related standard operating procedure for 
driver breaks. 

Leaving of Vehicles for Breaks 

Revised Date 

This set of procedures defines the steps required when operators leave 
their assigned bus to cake mandatory and requested breaks, and applies to 
drivers, dispatchers, and schedulers ONLY. 

1. Breaks must be taken at least every four (4) hours. 

2. Breaks must be taken at the end of the line, or at designated layover 
facilities. 

3. Drivers desiring a break must notify the dispatcher to formally 
request a “10-6” and give their location. 

4. Dispatchers, after approving the location and confirming chat 
sufficient rime is available to take the break, shall provide approval or 
disapproval, which drivers shall abide by. 

5. Passengers shall nor be allowed to board the bus until the driver 
returns. 

6. Driver shall properly park the bus. turn off the engine, take the key. 
and lock the doors. 

* 7. 

* 8. Before boarding the bus, driver shall inspect the outside of the 
vehicle for tampering or damage. 

9. Driver shall notify the dispatcher upon return. 

Breaks shall be limited to 20 minutes. 
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Chapter 6 
V: Threat and Vulnerability 

Identification, Assessment, and 
Resolution 

Section V of the Plan will outline how security threats and potential threats 
(vulnerabilities) will be identified, evaluated, and resolved. Identification and data 
collection are crucial to this process. Many transit systems have discovered that a 
lack of statistical and historical data on security incidents has frustrated attempts 
to resolve problems. Establish a number of methods to collect and communicate 
security information so that real threats and vulnerabilities may be identified, 
examined, and appropriately resolved. Account for each of the following: 

V. Threat and Vulnerability 
Identification, Assessment, and Resolution 

A. Threat and Vulnerability Identification 

1. Security Testing and inspections 

a. Phase I: Equipment Preparedness 

b. Phase II: Proficiency Evaluation 

c. Phase III: System Effectiveness Exercise 

2. Data Collection 

3. Reports 

4. Security information Flow 

B. Threat and Vulnerability Assessment 

1. Responsibility 

2. Data Analysis 

3. Frequency and Severity 

C. Threat and Vulnerability Resolution 

1. Emergency Response 

2. Breach investigation 

3. Research and Improvements 

4. Eliminate, Mitigate, or Accept 
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Provide a road map for the flow of security information. It should cover the 
system tests and inspections to be conducted, how information is collected 
from other sources, how this information should be reported to do the most 
good, and how the information should flow throughout the system. 

A: Threat and Vulnerability Identification 

Describe the methods the transit system will use to identify the threats to the 
system and the vulnerabilities of the system. A public transit system is very 
vulnerable to certain types of threats, including vandalism and graffiti on 
buildings and equipment, pick-pocketing and purse snatching, fare avoidance, 
trespassing, and many other security problems. A transit system can face many 
threats to its security including curious children, destructive passengers, 
criminals, and even disgruntled workers. A potential security problem exists 
when these two components - threat and vulnerability- coincide. 

It is impossible for a transit system to be completely secure. Security is a 
process of risk management. It is necessary to identify the major vulnerabili­
ties and to identify threats to which the system is subject. These identifications 
should be done independently so that assumptions about vulnerability do not 
hide the possibility of problems with threats. Once the vulnerability and threat 
areas are brought into focus, the security resources can be applied to solve 
specific problems. 

1. Security Testing and Inspections 

The primary purpose of security system testing and inspection is to assess the 
vulnerability of the transit system to a security threat. It can also be used to 
enhance preparedness and to promote security awareness. The testing and 
inspection portion of the Plan needs to promote and ensure 

• equipment preparedness, 

• employee proficiency, and 

• system effectiveness. 

This is accomplished by designing a testing program that does more than 
assess the current state of security. It can be used to upgrade the overall 
effectiveness of the staff by providing training in security techniques and by 
fostering teamwork between the security staff and other employees of the 
transit system. Employees are encouraged to identify problems and to recom­
mend possible solutions. The system will only perpetuate security deficiencies 
that show up on inspection reports. 

It is recommended that the following three-phase approach be used to evalu­
ate the current state of security preparedness. Conducting the inspection in 
stages will improve problem identification, provide training opportunities for 
the security forces, and reinforce the value of security throughout the system. 
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Phase H o w Why 

I. Preparedness Confirm the 
equipment 
preparedness of the 
system. 

Ensure that 
security equipment 
is operable and in 
the location where 
it belongs. 

People can be expected to perform 
well only if their equipment is 

available and in good repair. 
The inspection for equipment 
preparedness prior to the 
proficiency evaluation will 
eliminate problems before they can 
obscure the results of proficiency 
tests. 

II. Evaluation Assess the proficiency The proficiency assessment, along 
of employees in using with the preceding inspection for -

the equipment equipment preparedness, will 

provided. decrease security problems due to 
unpreparedness. 

Ensure char 
employees 
demonstrate 
knowledge of 
both how and when 
to use individual 
equipment. 

Table 6-1.

Phases of Security


Preparedness Evaluation


III. Exercise	 Evaluate complete 
security systems by 
employing exercises. 

Design exercises that 
require coordination 
between different 
segments of the 
security system. 

a. Phase I: Equipment Preparedness 

This will assess how well the 
system functions as a whole. It will 
involve all levels of the security 
department, from supervisors to 
response reams, and will assess how 
well the security department is 
integrated with the rest of the 
transit system. 

Describe how equipment inspections are to be conducted with the intent of 
minimizing vulnerability. The following items will need to be specified: 

Equipment lists 

These include individual, vehicle, and facility lists which describe the 
security equipment and its location. Lists will be used to check off the 
presence of security equipment. 

Maintenance records 

These can be in the form of log books, maintenance cards, or 
automated records of inspections, routine maintenance, tests, and 
equipment repairs. This information should be reviewed by an experi­
enced security individual to ensure that the required equipment has 
been well maintained. 
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Equipment tests 

A list should describe how a particular piece of equipment 
should operate and what task it will accomplish. Tests should be used 
to spot check security equipment to ensure proper operation. 

Several levels of equipment deficiencies may be identified during the 
inspection. Specify in general terms what constitutes acceptable levels of 
equipment preparedness. For instance, if a single video camera is used to 
monitor a station platform, the camera must be functional. If two cameras 
are used, then the loss of one may be tolerated for short periods of time. 

Any equipment conditions found to be unacceptable during the inspection 
should be corrected prior to proficiency evaluation. Once the equipment 
tests have been completed satisfactorily and the deficiencies corrected, the 
security system is certified as ready for proficiency evaluation. It should be 
noted that during the equipment inspection, it is in the best interest of the 
employee to point out existing equipment problems since they must live 
with uncorrected problems during the proficiency part of the inspection. 

b. Phase II Proficiency Evaluation 

Describe how employee proficiency evaluations are conducted. The follow­
ing items will be specified: 

Security records list 

This is a list of the records that security staff complete regarding 
routine assignments and incident reports. It should be used to ensure 
that responsibilities are understood and are being followed. 

Performance lists 

These include requirements to demonstrate proficiency with 
equipment operation and will be tailored to individual positions. 

Procedural lists 

These will be used to check the employee’s knowledge of the 
proper procedures to follow when confronting a security situation. 

Describe what is considered a minimum acceptable level of employee skill 
and stress the opportunity for instruction that this part of the inspection 
presents. The goal of this portion of the inspection is to bring individual 
proficiency up to the level at which a coordinated system exercise can be 
successfully conducted. 

c. Phase III: System Effectiveness Exercise 

Describe how to conduct a security system exercise. The following items 
will need to be specified: 
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Operational assignments 

This list will provide the positions and staffing levels for security staff 
under different situations. It will be used to identify any deficiencies in 
staffing or any problems with assignments. 

Operational scenario 

This is a practice script which will be used to guide a security 
exercise. It will describe what information will be provided to employees 
and what actions should be taken. The Plan may refer to the full script 
filed elsewhere, since the Plan may be widely distributed to individuals/ 
security functions who are to be tested. 

Measures of effectiveness 

For each of the following categories, develop a measure of effective­
ness. 

• command and control 

• communications 

• effectiveness of operations 

• alternative strategies 

• security priorities 

• coordination with community 

- police 

- fire and rescue 

- media 

An exercise should simulate operations in as realistic an environment as 
possible. The exercise should be supervised by experienced security individu­
als who will score the operation and prepare recommendations for improving 
procedures or training. Include several fully scripted operational scenarios, 
providing a comprehensive security system evaluation while keeping security 
personnel guessing as to which exercise will be conducted at any given time. 
This part of the inspection should be used to build teamwork among the 
different parts of the system and also to build confidence in their ability to 
handle difficult situations. 

Provide guidelines for conducting these inspections and exercises. It needs to 
provide an annual schedule showing how often each type of test needs to be 
conducted. Routine equipment inspections should be done quarterly to 
encourage maintenance and to quickly catch security problems. Proficiency 
evaluations should be conducted annually to maintain security consciousness. 
In positions of high turnover (such as security guards) a more frequent evalua­
tion may be needed. An ongoing program can sustain communications and 
coordination between the transit system and the community if local agencies 
are involved. 
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2.  Data Collect ion 

Focus on the collection of information dealing with possible security threats to 
elements of the transit system. Within the transit system there is a great deal of 
information to help a security manager allocate resources. Sources include 
incident and breach reports, passenger complaints, and personnel records. 
Identify these sources, prescribe procedures for accessing this information, and 
state limits on the distribution. 

Beyond internal resources, the transit system needs to maintain liaisons with 
local police, state and federal officials, and any local organizations whose 
activities may affect the system. Identify sources of outside information such as 
local police reports and Department of Justice/Uniform Crime Reports. It should 
describe how to access this information and what special procedures need to be 
used to identify transit-related information from the large quantities of crime 
information available. Provide names, addresses, and phone numbers for points 
of contact in an appendix. The collection of information dealing with possible 
threats and vulnerabilities to the system compliments the preparedness testing 
described above. 

In collecting information, it is important to keep in mind that all threats are not 
equal. Low threat categories generally include current employees, passengers, 
and organizations. High threat categories include disgruntled former employ­

ees, vandals, criminals, and terrorists (A terrorist may seek employment in order to 
gather intelligence and to gain access to critical systems.) 

Describe how certain information will be provided to security staff. For example, 
the security department should be notified whenever an employee who has had 
access to sensitive information is dismissed. Include a list of the job categories to 
which this applies and should describe the routing of customer complaints and/ 
or threats. For instance, state how security staff will be notified whenever it 
becomes known that a potentially troublesome group (a crowd for an event, a 
group demonstrating) will be using the system. Notification does not mean that 
action will necessarily be taken. The security staff needs to be aware of potential 
problems so they can take steps if they deem then necessary. 

Describe how information on actual occurrences will be obtained by the security 
department. An incident report should be developed to collect information 
about security incidents occurring in the system. As a minimum, each incident 
report should include: 

• 

• 

• 

• 

• 
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d a t e / t i m e 

location 

mode of transit affected 

persons involved 

- employees 

- security personnel 

- passengers 

narrative of incident 



• estimated cost of damage 

• disruption of service 

• security action taken 

• name of supervisor 

The purpose of these reports is to alert the security system to threats so that actions 
can be taken to improve system security. Spell this out clearly. These reports should 
be kept simple and should not be used in the investigation of liability issues or in 
other forms of investigation. 

A security department deals with sensitive information concerning employees, 
passengers, organizations, and criminal activities. Lay out procedures for safeguard­
ing this information. Procedures should 

• limit access to records, 

• limit distribution of security reports, and 

• distribute only general and summary information in public reports. 

3. Reports 

Describe the types of security reports that must be developed and how they 
should be distributed. Reports provide summary data concerning the security 
information that has been collected. Three types of reports are generally used: 

1. Management reports 

2. Statistical reports 

3. Special requests 

Periodic management reports provide upper management with the information it 
needs to deal with general questions concerning the system’s security. These 
reports will summarize the number of security incidents and breaches by type (lost 
revenue, repairs, damage claims, and liability) and the dollar value. If needed, a list 
of incidents and breaches over a certain damage level measured in dollar value can 
be grouped together with a summary of ongoing security projects. The manage­
ment summary report should be comprehensive enough to give management a 
clear picture of the effectiveness of system security. 

Statistical reports are used by the security staff to determine areas where problems 
are occurring and to identify any trends in the threats to the system. Place limits on 
the distribution of these reports because they will contain sensitive information. 
Statistical reports should be placed in categories and indicate 

• the numbers of incidents and breaches taking place, 

• the number of perpetrators identified, and 

•	 the cost to the system of the different types of security problems, 
and other associated information. 

Special requests for information should be handled on a case-by-case basis. The 
information should be stored in a manner that facilitates access. incident and 
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security breach databases, which contain a limited number of key indexed fields, will 
provide sufficient information to satisfy most requests. The Plan may specify who is 
authorized to make special requests and place limits on the dissemination of the 
information. 

A typical activity undertaken by municipal law enforcement agencies is to plot crimes 
on a map and associate them with time periods. It is common for criminals to have 
recognizable patterns of behavior, including both location and time of day. Transit 
crime should be similarly plotted and tracked over time to identify any patterns. 

4. Security Information Flow 

Describe the methods used to collect, store, and disseminate security information 
throughout the system. It will also describe methods for storing the information so 
that it will be available when needed. 

As shown in Figure 6-1, the main sources of information are incident and breach 
reports, inspection reports, and information from outside sources. All of this infor­
mation should be sent to a central point of contact identified by the Plan. For small 
transit systems, this information can be kept in files and used periodically to review 
security performance and to produce statistical reports. However, if the system is 
large, a security database should be developed to store, analyze, and retrieve 
security information. The database can be indexed by standard system identifiers 
such as: 

• locat ion 

• m o d e 

• patron impact 

• estimated cost 

• service disruption 

• security action taken 

Figure 6-7.

Security Information


Sources


50 



Once this information is stored in a central location, it can be used by the security 
system to see where problems are occurring and where improvements can be 
made. Describe how the different types of information should be handled before 
being added to the central file. A routing plan for items, such as the inspection 
report, should be developed and included. An example of such a routing plan, in 
this case for a security breach report, is shown in Figure 6-2. 

Figure 6-2.

Security Breach Report


Processing


Describe who will receive the reports generated by the security information 
system. It should consider the sensitivity of the information, its usefulness to the 
person receiving it, and alternative ways of making the information available. A 
distribution list such, as shown in Figure 6-3, will be sufficient to illustrate to 
whom security reports will be sent. When this section is completed, the reader 
should have a clear understanding of the sources for security information, how it 
is handled during the collection phase, how it is stored, and to whom it is distrib­
uted. 

Figure 6-3.

Security Information


Distribution
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B: Threat and Vulnerability Assessment 

Describe how the security information will be analyzed to determine where the 
system is vulnerable and what threats are most likely to be experienced. It should 
assign responsibility for security assessment, describe how the information will be 
analyzed and what will be done with the results. 

1. Responsibility 

Spell out who is responsible for threat assessment. Since the results of the assess­
ment will direct the deployment of security assets and determine which areas of 
the system will be protected, the individuals assigned to conduct the threat and 
vulnerability assessments are critical to the success of the Program. Describe 
minimum qualifications of the analysts and supervisors, and the qualifications 
should include: 

• security experience 

• knowledge of the system 

• familiarity with the community 

• knowledge of statistical methods and their limitations 

If the transit system is large enough, the persons assigned should be rotated back 
to direct security work periodically.-This will keep their experience level high and 
current. In addition, security analysis can be enhanced by using employees from 
all departments. This will provide a clearer picture of how vulnerable the system is 
perceived to be. The experienced judgment of the security committees can serve 
to validate individual assumptions. 

2. Data Analysis 

Describe how the information will be analyzed to assess the current level of 
security in the system. Vulnerability and threat are the two major factors involved 
in this analysis. 

• 

• 

Vulnerability is the susceptibility of the system to a particular type 
of security hazard. Vulnerabilities can be corrected, such as 
putting guards on trains or doing background checks on money 
handlers. 

Threats are specific activities that will damage the system, its 
facilities, or its passengers. For example, threats include the 
potential for personal assault and vandalism. 

Vulnerability/threat analysis can be performed. First, list all of the facilities and 
systems that make up the transit property. Second, list all of the possible threats. 
Figure 6-4 illustrates a partial listing of a vulnerability analysis. Lists need to be 
derived from the information in the security system database. For example, all of 
the sites for inspections should be listed in the facilities and systems list. Similarly, 
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all of the threats identified in incident reports or from police sources should be 
listed. 

For each facility or system on the list, an assessment should be made concerning 
how susceptible it is to each threat. Where a facility or system intersects with a 
threat, a ranking should be determined indicating the vulnerability of the system 
to that particular form of threat. The control center, for example, might be deter-
mined to have a very low potential for vandalism and be assigned a rating of 1 on 
a scale of 0-4 (although any scale may be used). In contrast, buses are highly 
vulnerable to vandalism and might be assigned a rating of 4. When the matrix is 
completed, it will reveal where security problems are most likely to occur. 

F i g u r e  6 - 4 . 
Example of Vulnerability 

Analysis 

3. Frequency and Severity 

Once vulnerability has been assessed, there is a need to predict which threats are 
most likely to occur. Direct that this part of the analysis be conducted separately 
from the vulnerability analysis. If it is done in conjunction with the vulnerability 
analysis, the evaluators may focus only on perceived threats and not on the 
broader vulnerability issues. 

The threat analysis should rank each of the vulnerability categories based on the 
likelihood that the threat will occur. When a high threat coincides with a high 
vulnerability, security should be focused on that area. The severity of the results of 
a security breach also plays an important role in decision making. The painting of 
graffiti on a bus is unsightly and should be prevented; however, it does not 
prevent the bus from generating daily revenue. In contrast, a bomb explosion in a 
parking garage at an underground railroad facility and station could cause deaths 
and significant injuries and significantly reduce or prevent normal revenue 
service. Threats and vulnerabilities with high levels of severity&frequency 
should be given priority. 

C: Threat and Vulnerability Resolution 

Describe how identified threats will be addressed by the transit system. Some 
threats may demand emergency response; others may require a long-term 
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project; and still others may just be accepted as part of business with no action 
taken. Discuss some of the factors that go into making such decisions and some of 
the criteria used (e.g., frequency and severity) to draw conclusions. 

1. Emergency Response 

Identify what security criteria need to be met in order to activate certain types of 
emergency response. For instance, it could be assumed that sometime in the 
future there will be a demonstration by a group known to be destructive. As a 
result, emergency deployment of additional security personnel may be necessary. 
Similarly, it could be assumed that a chain of breaches will threaten to disrupt the 
transit system, and it may be necessary to add security personnel to buses and 
trains to increase their visibility. Also, if there is a direct threat against the transit 
system that could involve passenger safety, some portion of the system may have 
to be shut down and passengers diverted. These types of threats and others 
particular to the individual system should be anticipated, explained, and a policy 
set for the appropriate type of response. 

Describe the mechanism for activating certain types of emergency response, 
including who is authorized to initiate an emergency response, what levels of 
response are possible, and for how long emergency responses can be maintained. 

2. Breach Investigation 

Describe how incidents will be investigated to determine the best approach to 
lowering the risk The goal of a breach investigation is to determine what circum­
stances led to the breach. In an accident investigation, this is referred to as finding 
the probable cause. The following subjects should be addressed in the breach 
investigation and resulting report: 

• description of the breach 

• identification of the source of the threat 

• physical description of the location 

•	 description of equipment involved and its physical 
condition 

• human factors including 

- conditions at the time of the breach 

- training and knowledge of procedures 

- performance during the breach 

- conditions resulting from the breach (e.g., injuries) 

• environmental conditions 

• actions taken to mitigate the breach 
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• command and control effectiveness 

• determination of probable cause 

• recommendations 

Information on these subjects should be collected in an investigative report 
and submitted to management for action. In extraordinary cases, this effort 
may have to be coordinated with the activities of state and federal investiga­
tions, and possibly with investigations by the National Transportation Safety 
Board. 

3. Research and Improvements 

There will be some cases when the security analysis reveals a problem that 
does require additional study to determine how the risk can be managed. 
Provide criteria for long-term improvements in identified security-risk areas. It 
is not expected that most transit systems will be able to afford the develop­
ment of their own security technology, but there are often occasions when 
new technology offers security improvements that a progressive system can 
adopt to its advantage. 

An example would be a need to have better control over access to particular 
areas. Typically, this is done through key/lock systems having individual and 
master keys. These systems become more vulnerable over time and the need 
to change locks frequently can prove costly. A transit system may want to try a 
card-key system which provides access through the use of an electronic code 
on a plastic card. This would allow the locks to be reprogrammed frequently, 
and the system would not be compromised through the loss or theft of even a 
master card. 

Describe pilot programs where new technology can be installed and evalu­
ated. Criteria should be established for acceptance of a new system. It should 
be able to prove itself in terms of (1) effectiveness in an area of vulnerability, 
(2) cost with a rapid pay-back period, and (3) life-cycle dependability by not 
requiring long-term maintenance. The demonstration period should be used 
to verify all of the claims for the new system before a full-scale commitment is 
made. 

Describe circumstances where cooperation with other transit systems in 
assessing new technology should be explored. There are very good opportuni­
ties to share innovation among transit systems because what works for one 
will often work for others. 

Provide a means for employees to recommend improvements to the system. 
This has been shown to be one of the most cost-effective and productive 
sources of new ideas for system security. Consideration of employees’ propos­
als will instill greater commitment. Provide procedures for submitting sugges­
tions, a review process, a feedback system to let individuals know that their 
suggestions are being considered, and reward system for suggestions that are 
adopted. 
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4. Eliminate, Mitigate, or Accept 

Make it clear that there are three possible alternatives associated with security 
problems: eliminate, mitigate, and accept. 

El imina te 

Eliminate the problem. This may be done through redesign, retraining, or chang­
ing procedures. 

M i t i g a t e 

The usual choice is to mitigate the threat by increasing surveillance, changing 
procedures, or bolstering the presence of security forces. Although this is a risk-
management problem that the Plan must discuss, in reality, the Plan cannot 
present more than general guidelines on risk management. 

Accept 

There will be cases where the risk will just have to be accepted. Either the threat is 
so remote that it is not likely, or its impact on the system may not be sufficiently 
dangerous to warrant any action. The factors that go into the decision as to what 
level of risk will be tolerated have to do with the environment in which the system 
operates and the resources available. 
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VI: Implementation and Evaluation of 
System Security Program Plan 





Chapter 7 
VI: Implementation And 

Evaluation of System Security 
Program Plan 

Section VI of the Plan will be concerned with providing details on how it will be 
implemented and how progress will be evaluated. This stage is crucial to estab­
lishing an effective Program. If the Plan is incomplete, flawed, or not supported by 
the appropriate staff, the security-planning efforts may be futile. Having com­
pleted the Program Plan, security managers will need to ensure that the program 
is effective in eliminating, mitigating, and handling security threats and breaches. 

The first time a plan is developed and implemented, the planning process will 
take longer than it will once the framework has been established and proactive 
security measures are being developed regularly by the Proactive Security Com­
mittee. Remember the following when developing the first Plan: 

• goal, objectives, and tasks must be established 

• approval must be obtained 

• security information must be gathered 

• solutions must be researched, and 

• text must be committed to paper. 

In modifying and implementing a program that is already in place, most of the 
Plan will already have been written. If the program in place is effective, most of 
the changes and solutions will have been already worked out. The procedures for 
implementing the Plan should be included in the Plan itself. Implementation will 
require development of the following: 

VI. Implementation and Evaluation of System Security Program Plan 

A. Implementation Goals and Objectives 

B. Implementation Schedule 

C. Evaluation 

1. Internal Review - Management 

2. External Audits 
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A: Implementation Goals and Objectives 

In addition to the goal and objectives established for the program itself, major 
goals and specific objectives should be established for implementing the Plan. 
These goals and objectives will reflect the Plan document as a part of the 
Program. The goals of implementing the Plan are different from the goals of 
the Program. The Plan should ensure that the 

• 

• 

• 

• 

transit staff understands exactly how the Program affects 
them, 

program receives appropriate support from management, 

activities described in the Plan are undertaken, and 

tools necessary for carrying out the Plan are provided. 

The primary goals of implementing the Plan will be to: 

Establish a Program. 

After the Program is established, this primary goal will change. 

Define and Modify the Program. 

A number of other goals will support this primary goal. The transit system 
should adopt and record the implementation goals most appropriate to itself. 

Describe the Program Clearly. 

Because the intent of the Plan is to clearly establish an effective Program, the 
Plan should accurately describe the transit system, the context of the Program, 
and the security activities. The final stages of the Plan development and initial 
stages of Plan implementation should include a review of the Plan for content. 
The Plan should reflect the current activities and procedures of the transit 
system. in addition, professionals (other than the authors of the Plan), should 
evaluate and critique the Program immediately prior to implementation. 
Supporting objectives may be to 

• ensure that the Plan is comprehensive and complete, 

•	 ensure that all managers and supervisors understand the 
objectives of the program, 

• ensure that the Plan is current, and 

• evaluate the Plan. 

Communicate the Program to All Affected Persons. 

Supporting objectives would be to 

• obtain concurrence from the Board of Directors, 
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• distribute the Plan to all managers and supervisors, 

•	 require managers and supervisors to communicate the Plan to 
staff, and 

• resolve all questions related to the Plan and Program. 

An endorsement of the Plan must be obtained. By submitting the Plan to the 
Board of Directors for approval, the transit system will ensure that the document 
will provide for its security and for the security of its patrons. A “hands-off” Board 
may approve only the concept of the Program, yet this support will help drive the 
implementation of the Plan by emphasizing its importance to the transit system 
and to the community. The Board may also read the detailed Plan and offer some 
criticism. It can be expected that some changes may be required, and revisions 
should be scheduled into the early stages of implementation. This critique will 
capture the support of the transit system’s governing body for security-related 
activities. This support can be especially valuable in the case of a security breach 
that attracts the attention of the community or for any fiscal requirements related 
to implementing proactive security measures. 

The Plan should be distributed to upper-level managers and supervisors before 
the rest of the transit staff. Those staff members supervising others must be 
completely familiar with the Program before full implementation is initiated. This 
will enable the lead security personnel to deal with questions and work out details 
with the supervising staff who will be truly responsible for seeing the program 
through. The supervising staff will then be able to effectively communicate Plan 
contents (the Program) to all other personnel. 

It is unlikely that the transit system will want to distribute copies of the entire Plan 
to every employee. If the Plan contains all of the detail necessary to prevent and 
counter security breaches, it should not be shared with the public. For example, 
standard operating procedures for fare revenue collecting and counting should 
be established during the planning process but should not be distributed to every 
employee. Abridged Plans may be distributed to most staff, containing 

• introductory material, 

• goal and objectives of the Program, 

• transit system description (optional), 

•	 management of the Program (especially division of security 
responsibilities), 

• planning roles and responsibilities (optional), and 

•	 appropriate day-to-day tasks, roles, standard operating 
procedures, and emergency operating procedures. 

Any transit system employee may have questions about the new Plan or his or her 
own role, so it is essential that questions be answered by supervisors. Although 
the goal has been to make the Plan self-explanatory, people will have questions 
about its impact on daily system operations and on their own functions within the 
system. Any new ideas that arise from the implementation process that should be 
considered for modified plans should be recorded in a file. 
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Put in Place the Means to Accomplish Security Tasks and Activities 
Established by the Plan. 

Supporting objectives would be to 

• 

• 

• 

• 

• 

ensure that all affected staff members are aware of any new 
responsibilities, new operating procedures, and changes to 
the Program, 

provide necessary training, 

establish the Proactive Security Committee (if new), 

establish the Security Breach Review Committee (if new), and 

obtain and install required equipment. 

The most important part of implementing the Plan is to ensure that there is a 
facility to accomplish assigned responsibilities. Having personnel understand 
the specific changes that affect them is key to this process. Supervisory staff 
will have to clearly explain these changes and, in some cases, provide staff with 
the necessary skills to perform new tasks by means of training. Training may 
range from coaching people about filling out new forms to scheduling groups 
of operators for a new course. All major training requirements should be 
identified and described in full under the Roles and Responsibilities section of 
the Plan in the “Training” description. 

During Plan implementation, the Proactive Security and Security Breach 
Review Committees should be established. If the committees are already 
established, the membership and organization may be changed. For example, 
driver representatives might serve for one year on a security committee. At this 
time a new operator might be selected. Ordinarily, the full membership of the 
committees does not change very often. Identify and state the objective of 
establishing or modifying the committees, followed by a time line for the 
specific tasks required to do so. The Proactive Security and Security Breach 
Review Committees should be discussed in detail in the section entitled 
“Management of System Security Program Plan.” 

In establishing the means to accomplish security tasks and activities, one 
objective must be to obtain and install required equipment. This task may 
range from photocopying new forms to outfitting a new transit security or 
police force. The process should be undertaken as soon as possible following 
the initial implementation. Lead time required for procurement can be ex­
tremely long due to the need for fiscal approval, bid processes, back orders, 
assembly, shipping, installation, and adjustments. Any delays in procurement 
will delay the realization of security objectives. New equipment might include 
the following: 

• incident reports 

• locks and keys 

• radios 

• call boxes 
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• flood lamp bulbs 

• weapons 

• alarms 

• m irrors 

• revised schedule fliers 

• closed circuit TV cameras and monitors 

Provide a Means to Accomplish Security Tasks. 

This is especially important while implementing new proactive measures. 
Extensive new activities within the Program (such as undercover operations) 
should be identified as implementation objectives in their own right. 

Execute Specific New Security Subprograms. 

The objectives should be specific, each stating the new subprogram, such as 
“continuously monitor all stations.” Specific tasks should be associated with 
each of these objectives, and milestones with dates should be included. 

B: Implementation Schedule 

To carry out the implementation of the Plan, a time line or schedule with 
specific milestones should be developed, The schedule should be based on 
the implementation goals and objectives and on the overall Program goal and 
objectives that relate to the implementation of new subprograms. The sched­
ule should proceed chronologically from the completion of the Plan document 
to the beginning of the yearly plan modification process. This schedule should 
include specific dates for each task required for implementation. 

A typical schedule for the implementation of a new Plan is shown in Table 7-1. 
This schedule considers a new plan being written by an active top manager 
with other ongoing responsibilities. The actual schedule may be longer or 
shorter depending on the size of the system and the demands on the con­
tributors to the Plan. However, shorter implementation schedules are pre­
ferred. The transit system’s schedule should also include actual dates. The 
sample schedule does not include the specific tasks associated with imple­
menting a new subprogram. These specific tasks will vary depending on the 
Plan. 
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A C T I V I T Y DAY 
Write Security Plan D a y s  l - 3 0  

Read Transit  System Security Program Planning Guide Days 1-3 
Obtain Approval to Develop Security Program Day 4 
Collect  Information on Current Activit ies Days 5-7 
Identify and Assess Security Threats and Vulnerabilities Days 8-10 
Consult  with Management Staff  Days 8-30 
Consult  other Security Documents Days 8-30 
Consult  with Other Transit  Systems by Phone Days 8-30 
Develop Proactive Security Measures D a y s  l 0 - 1 8 
Finish Draft Day 20 
Have Plan Reviewed by Other Managers Days 20-23 
Edit  Security Plan Days 22-30 
Finalize Security Plan Day 30 

Submit Plan to Board for Approval Day 31 
Revise as Necessary Day 35 

Communica t e  t he  Secur i t y  P rogram to  A l l  Pe r sonne l  Days 36-45 
Distribute “System Security” Memo to all  Transit  Personnel Day 36 
and Other Interested Personnel Endorsing the Security Plan 
Distribute Security Plan to Management Staff  Day 36 
Meet with Managers Day 38 
Managers Distribute Abridged Plan,  Procedures.  and Days 39-45 
Assignments to All  Personnel 
Share Security Plan with Local Chief of Police Day 40 

Establish Means to Accomplish Security Tasks and Activit ies Days 39-69 
Managers and Supervisors Ensure chat All Subordinate Staff D a y s  4 0 - 5 3 
Understand Roles and Responsibilities. as well as Applicable and  ongoing  
Standard and Emergency Operaring Procedures 
Establish Proactive Security Committee Day 45 
Establish Security Breach Review Committee Day 45 
Obtain and Install  Required Equipment Days 39-69 

Implemen t  Spec i f i c  New Subprograms  Days 39-69 
Specific tasks for specific subprograms Days 

36.37.38 

Table 7-1 
Example Schedule for 

Implementing a Security 
Program 

Conduc t  Ongo ing  Opera t ions  Wi th  Max imum Secur i t y 


Accord ing  to  Sys t em Secur i t y  P rogram P lan 

Eva lua t e  Secur i t y  P l an  Implemen ta t i on  and  the  Secur i t y 


P r o g r a m 
Internal Review by Management Staff  

O n g o i n g 
Ongoing 

Days 36-69 
and  Ongoing  

Obtain External Audit 
Mod i f y  Secur i t y  P rogram and  P lan  

Days 120-165 
As necessary 

Schedule Security Plan Update Day 200 

C: Evaluation 

It will be necessary to evaluate constantly the program during implementation.

This evaluation process should extend from the initial draft of the Plan through

full implementation. The evaluation must reflect the fact that system security is

based on a comprehensive planning process for a program that extends through-

out the entire system. Consequently, the Plan should benefit from the review and

input of internal management staff as well as external audits.


During the drafting period, reviews will enhance the qaulity of the Plan. During
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implementation, the reviews will identify issues to be resolved as the program 
goes into effect and will provide feedback on the progress of implementation. 
Those areas responding slowly can receive the benefits of management 
attention and guidance. Evaluation at the time the program is expected to be 
fully implemented will identify those areas needing additional attention and 
will offer suggestions for improvement, either to fine-tune the Program or to 
implement new objectives in a revised Plan. Briefly explain how implementa­
tion will be evaluated. Two possible approaches can include Internal Review 
Management and External Audits. 

1. Internal Review-Management 

Following the development of a Draft Program Plan, in which security staff will 
have participated with assistance from other departments, managers through-
out the system should evaluate the whole Plan for clarity and the specific 
Program it implements for comprehensiveness. Any problems with the Plan or 
Program identified by other managers that would hamper the accomplish­
ment of security objectives should be worked out with the appropriate depart­
ments, and the Plan should be revised. Suggestions for changes in priorities 
should be submitted for future consideration and may be put on hold in favor 
of fine tuning the established program and proceeding with implementation. 

During the implementation stage when roles and responsibilities are assigned 
and new programs are initiated, managers must provide constant feedback to 
the lead security staff. Although the supervisory staff will be busy communicat­
ing new tasks and training as necessary, managers should try to step back and 
assess the effectiveness of implementation. Lead security staff may want to 
establish weekly meetings during the initial implementation of a new Program 
to make use of this feedback and to smooth the implementation process. 

Each member of the security department should constantly evaluate the 
effectiveness of Plan implementation. In part, this will be accomplished by the 
collection and analysis of security data as described under Chapter 6. During 
implementation, this evaluation should result in direct feedback to those 
responsible for the overall Program; that is, the General Manager and the lead 
security officer. Evaluation should also take the form of frequent communica­
tions with supervisors whose staff are charged with new responsibilities. Any 
major problem areas also should be communicated to lead security staff. 
Problems identified during implementation may reflect difficulties in imple­
mentation. In any case, lead security staff will be best able to provide the tools 
or guidance necessary to correct problems specific to implementation. Prob­
lems with the Plan or unidentified (missed) security problems are more serious 
and should also be handled or delegated by lead security staff. 

In addition to the evaluations of managers and the security staff, members of 
the Proactive Security Committee and the Security Breach Review Committee 
should evaluate the Plan and its implementation schedule as part of their 
agendas. Their review of the draft Plan will ensure that the priorities recently 
identified will be appropriately addressed. Their review of implementation 
success will contribute to the enhanced effectiveness of the Plan in future 
years. 
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2. External Audits 

In addition to internal reviews, regulatory agencies and peer group analyses may 
be used to evaluate success. These types of reviews should take place following 
the implementation of the program but before the Plan modification process has 
begun. This will enable the external reviewers to evaluate the Program in terms of 
its success during a normal state rather than in one of change. It also will allow 
lead security staff sufficient time to evaluate feedback and to prepare an effective 
modified Plan. 

Identify those techniques that will be used to formally evaluate the transit 
system’s Program from outside the system. It should include a schedule for 
requesting external audits, for contacting the executing organization, for assisting 
evaluators, and for discussing results. 

External audits may be accomplished by the following: 

Regula to ry  Agenc ies 	 Evaluation of the procedures for implementing the Plan may be 
conducted twice a year by regulatory agencies concerned with security. 
While the assessment of more detailed security activities of the transit 
system may be beyond the function of some government entities. 
reviewing implementation (along with objectives) may be of particular 
interest to funding agencies. Transit systems rely heavily on government 
sources for funding, and it is likely that local, state, and federal adminis­
trative agencies will want to ascertain that monies for transit programs 
are being well spent and are protected. Furthermore, the endorsement of 
the Program by regulatory agencies may help to reduce liability in the 
event of a serious security breach. 

Insurance Companies 	 Many insurance companies provide risk management reviews 
and audits as part of their premium charges. Systems that do not self-
insure may want to ask their insurance companies to review the Plan and 
Program. 

Law Enforcement Local law enforcement agencies often offer gratis security reviews of 
Agencies facilities and may be persuaded to review at least parts of the Plan. 

Peer Group or The transit system should compare itself and its Programs with similar 
Consultant 	 systems. This can be done informally by cooperating with other systems 

or through more formal reviews accomplished by a consultant. Either 
will inject the perspective of an experienced outsider into the evaluation 
process. The transit system may solicit a critique from a lead security 
officer from another system or a transportation planning and operations 
professional from a private consulting firm. Outside evaluations by such 
sources usually yield extremely useful feedback The results of the review 
process should be incorporated into normal planning activities. 

The following, Figure 7-1, summarizes the suggested internal and external 
evaluation process. 

64 



6 5




66




Chapter 8 
VII: Modification of the 
System Security Plan 





Chapter 8 
VII: Modification of the 

System Security Plan 

Section VII of the Plan is concerned with modifications. The transit system needs 
to specify the exact methodology that will be used for modifying the Plan to 
reflect changes in the operating or political environment of the system itself. As 
discussed earlier in this document, the Plan is intended to be a living document 
which is used on a daily basis. The day after the Plan has been completed and 
implementation activities have been initiated, it should be considered for modifi­
cations. 

The modification of the plan should conform to the following outline: 

A:  In i t iat ion 

B : R e v i e w  P r o c e s s  

C : Im p le m e n t  m o d if icat ions 

For example, over time it may be found that additional security is required; 
additional program activities need to be put into place; additional security de-
vices, instrumentation, and procedures need to be acquired and put into place; or 
that a host of other activities are required. In addition, it may be found that some 
of the methods and procedures specified in the Plan prove to be inappropriate or 
ineffective and need to be remedied. Other potential revisions could be necessi­
tated by the identification of new procedures discussed at conferences or in 
publications or by the generation of new forms which are more appropriate for 
capturing and evaluating data. Still other examples may include security problems 
or breaches that had previously never occurred within the transit system. 

It is clear that these influences and others could develop throughout the sched­
uled life of the current Plan. Security officers can use post-it labels, paper-clipped 
notes, sample forms, and other materials to indicate updates. When the yearly 
revision of the Plan occurs, there should not be a need for the lead securityofficer 
to go back and recreate history in order to update the Plan. 

A: Initiation 

It will be necessary to state the concept for modifications in addition to the day-
to-day process for their implementation- For example, the Plan may state that the 
Program Plan will be distributed to the General Manager, all division heads, and 
every member of the security department; and that abridged copies will be made 
available to drivers, mechanics, and administrative staff on request. Distributed 
copies could contain a memo, such as the one that follows, requesting that the 
reader/ user provide comments on any part of the Plan that they believe is inad­
equate or inappropriate. 
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MEMORANDUM 

T O  : 

F R O M  : 

D A T E :  

We have developed this Security Plan using the best information 
available to us at the rime. We recognize that as the user and the 
person our on the front line, you may have good ideas about how to 
improve it. 

Please tell us honestly what we should consider changing, adding, or 
deleting. Your input is vital to the maximization of security within 
the System. 

Thank you. 

Indeed, distributed Plans may each include a form for suggesting revisions or 
for identifying issues to be addressed, such as the one that follows. 

HOW TO IMPROVE SYSTEM SECURITY 
SUGGESTION FORM 

Date: 

I have been using the System Security Plan and have developed some 
ideas on how to improve it and its implementation. My ideas are as 

My name is 
can be reached at 

follows: 

and my function is 

A copy of the memo and/or form could be included as an exhibit or in one of 
the appendixes. Moreover, the Plan could state here that the lead security 
officer and his/her staff will maintain a tickler file so that all information is 
available in one location and integrated when revisions to the Plan are re­
quired. In this subsection, the Plan should also identify the procedure to be 
used when a modification to the program needs to be implemented immedi­
ately in order to remedy or mitigate an identified problem. 
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B: Review Process 

The actual process used by the security department and those individuals respon­
sible for reviewing and modifying the Program Plan needs to be discussed in this 
section. For example, the Proactive Security Committee could be tasked with 
reviewing the Plan quarterly and comparing it with actual operational experience 
to identify necessary changes. Another approach might be to establish a very 
small committee of individuals (nine months after approval of the existing Plan) 
who would be charged with modifying the Plan or identifying necessary changes. 
In either case, the committee should most likely report directly to the lead security 
officer. Mechanisms for including changes suggested by other department heads 
and/or the General Manager should also be delineated. In addition, law enforce­
ment officials may have very positive comments which identify necessary 
changes. This section does not need to be long. It needs to state 

• the review process, 

• how it is staffed, 

• what it is expected to accomplish, and 

• an appropriate time line. 

C: Implement Modifications 

Modifications to the Plan can be manifested in several different ways, as shown in 
Figure 8-l. For example, a new procedure, new staff responsibilities, or utilization 
of new forms may be considered by the lead security officer to be of substantial 
enough value to require immediate implementation. In such instances, appropri­
ate pages of the Plan should be revised, approved, and disseminated to all recipi­
ents of the Program Plan. If more training is required to implement the recom­
mendations, the training program, the dates of training, the individuals to be 
trained, and other appropriate information needs to be spelled out. The process 
for accomplishing this requirement should be committed to paper. 

Modifications that can be implemented without extensive training can be insti­
tuted on an ongoing basis under the direction of the lead security officer. These 
modifications can then be included in the yearly update. If this is the system’s 
approach, it should be stated here. These are simply some suggestions as to the 
kinds of approaches the system may take in generating this subsection of the 
Plan. 

It may be useful to include a figure showing the modification process to be 
addressed in this section. An example for discussion purposes is illustrated in 
Figure 8-2. 
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Figure 8-1.

Potential Sources of


Modifications to Plan


THE NEW AND 
IMPROVED 
VERSION!!! 
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Appendix A:

Bibliography


There are many good publications related to transit security. Many of these 
publications are outlined in the bibliography, which appears earlier in this Guide. 
The bibliography can be alphabetically organized in one appendix or can be 
organized in a variety of different sections within an appendix to reflect local 
interests. The bibliography of security publications has been specifically chosen to 
represent a very strong basic set of materials. It is not necessary for the system to 
have copies of all of these documents at this point in time, but it is important that 
the system be aware that they exist so that any additional information can be 
located rapidly. 

If resources are available, the system may choose to automate the bibliographic 
citations (alone or together with their abstracts) so that key word searches can be 
accomplished when looking for specific information on security topics. The 
bibliography within the Plan will demonstrate to all readers that a significant 
amount of research was accomplished in order to prepare the Plan and that the 
concepts in the Plan are in accord with industry standards. 

Note: Please refer to the Bibliography in the first part of this Guide. It 
shows you how a bibliography should be prepared and offers a list of 
suggested readings that will help you prepare your Plan. 
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Appendix B: 
Glossary of Security Terms 

A number of different people can be expected to read the Plan. Some will be 
accustomed to security topics and jargon; others may have limited or no knowl­
edge of security. A glossary of security terms will provide readers with the infor­
mation necessary to appreciate the Plan’s content. The Plan can be constructed to 
include the entire list of relevant security terms in Section I without an appendix. 
Or it can be constructed with only the most important security terms defined in 
Section I and all remaining security terms, whether or not they are actually used in 
the Plan, included in an appendix. 

Note: Please refer to the Glossary in the first part of this Guide. It 
shows you how a glossary can be prepared and offers a list of terms 
that will help you prepare your Plan. 
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Appendix C: 
Security-Related Boards, Panels, 

Committees, Task Forces, and 
Organizations 

Participation 
The transit system may be involved with the law enforcement community and 
other agencies concerned with security. This appendix should define any and all 
security-related organizations to which the system belongs, in addition to those in 
which specific system personnel have membership and/or participate. Since 
system security and system safety go hand in hand and are often administered by 
the same individuals or group within the system, relevant involvement with safety 
boards, panels, committees, and task forces should be included. 

For example, the Transportation Research Board maintains standing committees 
of transit professionals concerned with security. The city or other geographical 
location which the system serves may host national or regional organizations 
concerned with security which should be mentioned. It is important that the 
system make sure that it is interacting with other locations so that sharing of 
knowledge and innovation are possible. 

Resources 

In addition to the groups and organizations with which the system has formal 
involvement, there will be a number of organizations which are potential re-
sources. As the Plan’s Bibliography listed, this section should list those resources 
that are person-based. Any of the following might be included: 

•	 American Public Transit Association (Fare Collection & Police/ 
Security Workshop) 

• Community organizations 

• Community Transportation Association of America 

• Government Printing Office 

• International Association of Chiefs of Police, Inc. 

• Lead security officers at other transit systems 

• Local police departments 

• National Transportation Safety Board 

• National Graffiti Information Network 

• Sources of local statistical information on crime and population 

•	 Transportation Research Board (Task Force on Transit Safety and 
other committees and subcommittees) 

•	 Transportation Safety institute 
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Appendix D: 
Security Forms and Logs 

When the initial Plan is created, the system may already be using a large number 
of security forms and logs in day-to-day operations. They should be acquired, 
catalogued, labeled, and included in this appendix. If such forms do not exist, 
forms from other systems may be included here as examples of what is being 
considered for use by the system. 
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Additional Appendixes 

Since the Plan is being tailored to meet the requirements of the local system, a 
great deal of freedom exists with respect to any other additional appendixes that 
may be needed or useful. The Plan is intended to be a living document-one 
which is used daily by all security professionals - so comprehensive information 
in these appendixes will contribute to their use. If the amount of information in 
the appendixes is excessive compared to the rest of the document, you may 
choose to bind the appendixes separately from the Plan and distribute them more 
selectively. 
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