Disaster Planning

The following is a five-phase process for developing a strong disaster plan. Each phase is a process and not a one-time cure-all. It will ensure your plan is up-to-date when it's needed most.

1. Planning 

2. Prevention 

3. Preparedness 

4. Response 

5. Recovery
Extreme weather conditions, fire and other perils pose many risks for a company and its property. However, a disaster plan can help you make informed decisions and take effective action to help you reduce your risk of loss and recover.

A disaster plan thoroughly assesses the impact of any type of business shut down and covers all issues of business continuity including property protection, and disruption of business operations.

An effective disaster plan looks at the big picture. It takes into account the worst-case scenario for a company. If a company is prepared for the worst scenario then it is ready to deal with smaller disasters as well.

Preparing a disaster plan takes most companies from six months to two years to develop. There are no quick and easy solutions-planning, time and hard work are the ingredients.

A company should develop a disaster plan for its entire organization --including all its locations. Facility engineers should make sure they are key players in the development and updating of their facilities' disaster plans. When a disaster occurs, the most valuable people are those who understand the big picture and can assist where needed.



Disaster Planning
   - Phase 1: Planning

Although a disaster plan may never go exactly as planned, a lack of planning will surely make a disaster's effects worse. Below are ten steps that will help you through phase one.

Form a knowledgeable team to begin the disaster planning process. 

Select team members who have expertise in:

· operations 

· safety 

· security 

· disaster impact 

· finance 

· labor practices 

· medical issues 

· legal issues 

· human resources issues 

· facilities 

· information systems 

· public relations/communications

The team will be responsible for:

· deciding what areas the disaster plan will cover 

· ensuring that the plan is compatible with the agency's loss control philosophy.

Identify which kinds of disasters could potentially strike. 

Setting up a hazard analysis chart can help team members focus on those disasters that are most likely to affect a facility.

Pinpoint key exposures. 

Key exposures may include:

· administrative buildings and shop facilities

· stations, stops, shelters and transfer centers 

· key equipment 

· supporting utilities 

· personnel

Consider each potential disaster's short-term impact. 

A disaster may have a short-term impact on:

· employees 

· service 

· passengers

· community 

Consider each potential disaster's long-term impact. 

A disaster may have a long-term impact on:

· passengers

· employees

· available funding

· community support 

· market share

Prioritize protection needs.

Determine which aspects of the agency’s operations are the most important to protect. Plan countermeasures that lessen each disaster's effects on personnel and the facility. 

Safeguard against such things as:

· roof collapse 

· high winds 

· fire 

· theft 

· vandalism 

· flooding 

· rioting 

· other exposures 

Plan countermeasures to minimize business interruption. 

Include backup for such things as:

· water supplies 

· power 

· heating 

· electronic data processes 

· other critical resources and equipment 

· mutual-aid agreements

Consider conducting a Business Impact Analysis for each business location, for a thorough assessment. 

Select, train and equip an emergency response team. 

An emergency response team should be able to

· plan 

· prepare 

· respond to each type of disaster.



Disaster Planning
   - Phase 2: Prevention

Taking measures that control the human element can play a fundamental role in preventing disasters and in mitigating their effects. Below are ten steps that will help you through this phase.

1.
Review human element programs that are currently in place. 

Human element programs may include:

· housekeeping 

· security practices 

· safety practices 

· scheduled inspections 

· planned maintenance of 

· fire protection 

· environmental support 

· production equipment

2.
Assign personnel to take the appropriate corrective measures if one or more of the above areas are not up to par. Establish a target date for initiating the actions above. 

3.
Incorporate property loss prevention activities into your human element program. 

· Limit smoking to designated areas 

· Provide a permit program for all hot work -- like cutting, welding, brazing and use of open flames 

· Store oil rags and other highly combustible waste in self closing containers 

· Ensure that all exits, stairways and evacuation routes are clear 

· Inspect all inside and outside sprinkler control valves 

Inspect and maintain all building components like 

· Roofs 

· Doors 

· Windows 

· Chimneys

4. Determine what measures can be taken to control the impact of a disaster by planning a worst-case scenario. Include considerations for protecting a facility from weather exposures.

5.
Evaluate and plan for a disaster's potential impact on any neighboring facilities. 

Consider how a disaster at a neighboring facility might affect you. 

6.
Consider and plan for the types of similar hazards that might affect your facility should an area-wide disaster occur. 

A disaster may affect:

· a nearby transportation route 

· communications 

· utilities

7.
Establish a solid maintenance management program, if one is not in place already to ensure a facility can continue to function during a disaster 

An ideal program may include a combination of:

· preventive maintenance 

· predictive maintenance 

· breakdown maintenance

Inspect and maintain:

· all production equipment 

· all environmental support equipment like 

· heating 

· ventilation 

· air conditioning 

· temperature controls 

· humidity controls 

8.
Maintain and test backup equipment on a regular basis to allow for the quickest possible start-up following a disaster. 

9.
Properly care for both active and inactive equipment to allow for the best possible results should a disaster occur. 

10.
Establish contract arrangements for replacement equipment or service before a disaster occurs because resources become scarce immediately following a disaster. 

Disaster Planning
   - Phase 3: Preparedness

A facility with trained personnel is ready to respond to any potentially disastrous event. Below are nine steps that will help you through phase three.

1.
Begin by setting up procedures for locating and getting to needed equipment and supplies in an emergency situation. 

2.
Assign responsibility for storing, controlling, protecting and maintaining equipment and supplies. 

3.
Compile and maintain an inventory list. An inventory list might include such things as: 

· critical equipment and supplies 

· suppliers 

· storage 

4.
Establish procedures for locating and getting to needed equipment and supplies in 

an emergency situation. 
5.
Ensure vital records are stored securely and protected. Vital records could include:

· employee files 

· salary and financial accounts 

· customer files 

· patents 

· production data 

· equipment specifications 

· engineering drawings and plans 

· tax records

If on-site,

· store them in a fire-proof safe with a four-hour fire rating.

If off-site, 

· make sure vital records are in a secure area that is quickly accessible, fire protected and inventoried

A contract with restoration experts may also be useful in case of water damage to documents and/or electronic data and equipment. Both software and equipment can be saved if properly cleaned and dried immediately following a disaster. 

Audit each department for data/information that is not on computer files or that exists only in one location. Develop plans to maintain data confidentiality and security in case an emergency compromises security or requires relocation of confidential material.

6.
Consider a mutual-aid agreement with a sister location or another company to enhance available resources during an emergency. 

This mutual agreement may encompass:

· equipment 

· supplies 

· office space 

· personnel 

· data processing 

· financial aid 

To set up such a plan:

· appoint a person in charge to supervise its implementation and coordination 

· develop a written agreement 

· review it for legal issues 

· list specific supplies, equipment, responsibilities and conditions

7.
Make sure physical protection systems are in place and operational. 

Physical protection systems include:

· automatic sprinklers, 

· fire doors and walls 

· detection systems 

· heat 

· smoke 

· water 

· substance monitors 

· special protection systems 

· pressure reliving construction 

· equipment protection devices 

· safety valves 

· low water fuel cutoffs 

· equipment indicators 

· gauges 

· instrumentation

8. Provide emergency response training for employees. 

Training should include:

a. how to report an emergency 

b. how to recognize a warning system 

c. where to go in an emergency 

d. how to evacuate during an emergency 

e. how to use portable fire extinguishers 

f. how to properly shut down equipment 

g. how to use medical treatment supplies 

h. how to properly shut down equipment 

i. how to remove vital records 

9. Establish an emergency response team. 

Some key assignments include: 

a. Response team leader 

b. Weather monitor 

c. Hazard watch/assessment 

d. Administrative supervisor 

e. Operations supervisor 

f. Facilities engineer 

g. Medical personnel 

h. Evacuation coordinator 

i. Security supervisor 

j. Public relations coordinator 

k. Purchasing agent

· Establish various other response teams as/if needed depending on the size of the company and its specific vulnerabilities. 

· Identify those areas where some of the emergency response team's activities may dovetail with those of the facility's existing employee emergency organization and coordinate responsibilities with to prevent duplication of effort. 

· Determine what the emergency response team needs to know to respond effectively. 

· Train the team to respond effectively. 

· Test the team through basic tabletop exercises, drills and full-scale exercises.

Disaster Planning
   - Phase 5: Recovery

Recovery from a disaster must begin immediately after the emergency occurs and continue until all systems are back to normal. The following ten tips will help you through this process.

1. Coordinate activities among all recovery units. 

2. Ascertain if the building structure is safe for personnel. 

3. Continue working, in shifts if necessary, until recovery is secure and any installed protection system has been restored. 

4. Initiate salvage operations as soon as it is safe to do so. 

Salvage efforts should include the following:

· Call your insurance company office 

· Obtain backup equipment and supplies 

· Activate mutual-aid agreements 

· Separate damaged from undamaged equipment, stock, etc. 

· Pump out any standing water 

· Check electrical systems before start up Wipe down and cover equipment and stock 

· Dry out, clean and test equipment 

· Retrieve building plans, equipment specifications, shop layouts 

· Dehumidify damaged areas if needed 

· Document damage as recovery work proceeds

5. Maintain or reestablish security during the recovery stage, especially in critical areas. 

6. Establish surveillance to control looting, if warranted. 

7. Set up physical access barriers as needed. 

8. Secure software and vital records. 

9. Provide traffic control around the site. 

10. Make sure your customers know when you will resume normal company operations. 



