FACILITY VULNERABILITY/RISK SELF-ASSESSMENT

This form is a tool to assist transit supervisory personnel in developing information about individual facilities within their system.  It should be completed annually for any facilities designated as “critical” to the mission of the public transportation system. 

Eleven major factors are considered in the vulnerability assessment:
1. Facility Characteristics                   

2. Type of Security Force                               

3. Physical Security Measures                           

4. Routes of Access/Egress                              

5. Communications                                       

6. Availability of Additional Security and Emergency Responder Resources   

7. Response Time/Distance for Specialized Security Personnel

8. Response Time/Distance for Emergency Responder Personnel        

9. Proximity to Critical Areas within the Community
10. Geographic Location and Accessibility
11. Proximity to International Borders                   

In completing this worksheet, please read each question carefully, and place the most appropriate answer in the answer box.  Each of the eleven factors assessed for the facility is identified by numeric reference (i.e. 1, 2, 3, etc.).   Under each factor, specific evaluation questions are asked, identified by alphabetical order (i.e., a, b, c, etc.).  Answers should be selected from the list located beneath each evaluation question.  Answers are indicated in the following manner:



(1)
Answer 1



(2)
Answer 2



(3)
Answer 3 

Answers, once selected, should be recorded in the answer box:

	Answer:
	2


A computation sheet is provided at the end of this section to assign point values to the answers and to support an initial interpretation of the resulting vulnerability of the facility.   Since transportation facilities vary significantly, findings from this worksheet should be used an initial starting point in making a vulnerability assessment; rather than as a final finding.  

1.  
Facility Characteristics and Sensitivity.  Select the description which best represents your facility.                                                        

a.
Current Threat Analysis.  Describe the level of threat assessment activity currently occurring for the transportation facility.                                    

(1) Threat analysis ongoing and available.
(2) Threat analysis not performed and unavailable.                     
	Answer:
	


     
b.
General Facility Accessibility.  Provide an overall assessment of the level of access control for the facility.  Access controls include but are not limited to: 
· perimeter security fences and/or barriers; 
· locking gates and alarmed doors surrounding non-revenue facilities; 

· intrusion detection systems in place for key locations (i.e., tunnel cross-passages; wayside support structures; fuel farms and facilities; etc.);

· permit/ID systems are used for access by authorized persons and vehicles to transit facilities; 
· visitor badging and escort system is used for visitors, contractors and others not employed by the system;

· transportation police and/or security forces and/or transportation personnel patrol facility and secure facility when not in use; 
· designated restricted areas are well-marked with appropriate signage; 
· controlled access areas are closely monitored by designated personnel;

· employee awareness training has been provided; and 

· procedures are in place for reporting and investigating suspicious activity; suspicious packages and devices; suspicious substances; and threats received by the system. 
(1) Facility has uncontrolled access, i.e., the facility does not apply any of the above-listed access control measures with sufficient consistency to deter or detect unauthorized access.            

(2) Facility has limited access controls, i.e., at least three of the above listed access controls are in place for some areas of the facility.      

(3) Facility has controlled access in some areas i.e., five or more of the access controls listed above are in place for at least some areas of the facility.

(4) Facility has controlled access i.e., six or more of the access controls listed above are in place uniformly throughout the facility
	Answer:
	


     
c.  
Facility Volume.  Please indicate the number of passengers/employees per 



day in the facility.
(1) High (over 10,000).                        

(2) Medium (5,000 to 9,999).                  

(3) Low (less than 5,000).                         

	Answer:
	


     
d.  
Proximity to Other Critical Assets.  Please identify if significant community 



assets are located in close proximity to the facility and accessible from or



very near facility (i.e., major tourist attractions and/or historical landmarks,



 Department of Defense installations, chemical plants, nuclear facilities, major 



telecommunications nodes, and major utilities)
(1) Yes.                                                   

(2) No.                                                    

	Answer:
	


2.   Facility Security Force Characteristics.                               

      a.  
Security Force. Select the description which best represents the security force of the facility being assessed
.              

(1) No facility manager and no transportation police/security guard force.                               

(2) A facility manager, but no transportation police/security guard force.

(3) A facility manager and a security guard force in place, but with little or no security training.         

(4) A facility manager with trained facility security personnel, but not fully equipped.                     

(5) A facility manager with fully trained and equipped security personnel and/or transportation police.                                                

(6) A facility security manager with trained and fully equipped security personnel and/or transportation police, and security exercises being conducted on a regular basis.                                          

	Answer:
	


 3.   Physical Security Characteristics.                                               

       a.
Revenue Service Characteristics.  Select the description which best represents the physical security measures in place in the facility/components of facility used to support revenue passenger service. This should include items such as gates and doors, barriers, fencing, lighting, access/entry control, signage, electronic surveillance or other intrusion detection systems, alarm systems, etc.                                                 

(1) None of the above listed physical security measures in place.                                                                 

(2) Only locking grate/gate/door is in place.                    

(3) In addition to (2) above, fencing, lighting and live surveillance/patrol systems in place.                                                              

(4) In addition to (2) above, fencing, lighting and electronic surveillance systems in place.                                                              

(5) In addition to (2) above, fencing, lighting, electronic and live surveillance systems in place.                                                      

	Answer:
	


      b.    Non-revenue Service Characteristics.  Select the description which best represents the security measures in place at facilities/components of facilities used for non-revenue operations.  This should include items such as employee badging systems, electronic access control, live or electronic surveillance systems, intrusion detection systems, barriers and motion detection sensors. 

(1) No security measures in place.                               

(2) Employee identification and locking grates/gates/doors only.                                               

(3) In addition to (2) above, fencing, lighting and live surveillance/patrol systems in place.                                                            

(4) In addition to (2) above, fencing, lighting and electronic surveillance systems in place.                                                              

(5) In addition to (2) above, fencing, lighting, electronic and live surveillance systems in place.                                           

(6) In addition to (2) above, fencing, lighting, electronic and live surveillance systems, and intrusion detection systems in place.                                           .                                 
	Answer:
	


4.
Physical Environment.

     
a.     Terrain.  Analyze the terrain within approximately a one mile radius of the facility and select the description which best represents it.                                            

(1) Built up, commercial.                                          

(2) Residential.

(3) Mountainous, forested, undeveloped.                            

(4) Open clear area or undeveloped farm land.                      

	Answer:
	


      b.    Routes of Access and Egress.  Select the description which best represents the roadways adjacent to the facility being assessed.                                             

(1) Expressways.                                                   

(2) Major highways.                                                

(3) City streets.                                                  

(4) Less frequently traveled roads.
	Answer:
	


      c.    Rail Transit Accessibility (if applicable).  Select the description which best represents access to tunnels, elevated structures, track, signal systems, and supporting infrastructure at the facility being assessed.                                                            

(1) No access control measures -- ready access to track, tunnels, pillars, switches, signals and wayside structures.                                  

(2) “Authorized access only” signage and chains, gates, or low fences which clearly demarcate these access points from passenger areas, but will not prevent or detect access at these areas.

(3) In addition to (2) above, some access points are protected by locked gates, grates and portals; 6-8 foot security fencing; and require keys, access cards or proximity cards for entry.    
(4) All access points are clearly demarcated from passenger areas, and require a key for entry or are separated from passenger areas with security fencing and/or alarmed gates.  Unauthorized access through these points will most likely be detected (through alarm or observation).
(5)  Access points are protected using a range of layered security measures, designed to deter and detect intruders, including signage, fencing, key locks, electronic access control, intrusion and motion detectors, and biometric identification devices.  Gates and doors are alarmed, with signals transmitted to facility managers or the operations control center.                                       

(6) No rail transit access on facility.                                                                                                                 

	Answer:
	


    
d.     Intermodal Service (if applicable).  Select the description which best represents the access to intermodal transportation services at the facility being assessed.                                 

(1) One mode only supplies service at the facility, and this mode is responsible for all facility maintenance and repair.

(2) One mode only supplies service at the facility, and facility maintenance and repair is contracted to a third party.
(3) Two modes supply service at the facility, and both modes are operated by the same agency, who is also responsible for facility maintenance and repair

(4) Two modes supply service at the facility, and both modes are operated by the same agency, but a third party is also responsible for facility maintenance and repair

(5) Two or more modes or agencies supply service to the facility, and these modes are operated by the same agency or different agencies, and responsibility for facility maintenance and repair is shared among the modes and/or contracted to a third party.
	Answer:
	


 5.  Communications on or Readily Available to the Facility. Select the best description of the communications system available at the facility being assessed.                      

       a.  
Communications systems in the facility. What systems enable 


communication within the facility during normal and emergency operations?

(1) Communication system not available.

(2) Communication system available but non-secure.                                                    

(3) Communication system available and secure.                                                         

	Answer:
	


       b.  
Local Interoperability. What systems enable communications between facility and local law enforcement agencies?                  

(1) Interoperable communications system not available.

(2) Interoperable communications system available but non-secure.                                                    

(3) Interoperable communications system available and secure.                                                         
	Answer:
	


       c.  
Regional, State and Federal Interoperability. What systems enable communications between facility and other regional, state and federal responders?                  

(1) Interoperable communications system not available.

(2) Interoperable communications system available but non-secure.                                                    

(3) Interoperable communications system available and secure.                                                         
	Answer:
	


 6.  Sustainability of Additional Security Resources.  Select the number of days local security/law enforcement resources could be sustained without calling in outside forces to assist under the threat levels indicated.                                                                                                                                           

      a.  
High threat.  Intelligence indicates an imminent attack of some type within the facility area.                 

(1) 1 day.                                                          

(2) 3 days.                                                         

(3) 7 days.                                                         

(4) Indefinite.                                                     

	Answer:
	


      b.    Medium threat.  Intelligence indicates an attack of some type is likely to occur within the facility area.          

(1) 1 day.                                                          

(2) 3 days.                                                         

(3) 7 days.                                                         

(4) Indefinite.                                                     

	Answer:
	


      c.    Low threat.  Intelligence indicates the possibility of terrorist/subversive activity.                                       

(1) 1 day.                                                          

(2) 3 days.                                                         

(3) 7 days.                                                         

(4) Indefinite.                                                     

	Answer:
	


 7.  Response Time for Specialized Security Personnel.  Estimate the length of time it would take specialized security personnel (as identified below) to arrive at the facility being assessed in response to an attack, if the attack took place without prior warning/intelligence.                                      

      a.  
Police patrol.                                                       

(1) 30 minutes or less.                                            

(2) 30-60 minutes.                                                 

(3) 60 minutes or more.                                            

	Answer:
	


      b.  
Bomb squad.                                                          

(1) 30 minutes or less.                                            

(2) 30-60 minutes.                                                 

(3) 60 minutes or more.                                            

	Answer:
	


      c. 
SWAT.                                                                 

(1) 30 minutes or less.                                            

(2) 30-60 minutes.                                                 

(3) 60 minutes or more.                                            

	Answer:
	


8.  Response Time for Specialized Emergency Personnel.  Estimate the length of 
     time it would take emergency personnel (as identified below) to arrive at the facility 
     being assessed in response to accidents/fire.                                              

      a.   
Fire department.                                                     

(1) 15 minutes or less.                                            

(2) 15-45 minutes.                                                 

(3) 45 minutes or more.                                            

	Answer:
	


      b.  
Hazardous materials response team.                                             

(1) 15 minutes or less.                                            

(2) 15-45 minutes.                                                 

(3) 45 minutes or more.                    
	Answer:
	


 9.  Proximity to Urban Areas.                                                

      a.  
Facility Location. Select the description which best represents the area surrounding the facility being assessed.                  

(1) Heavily populated urban area of over 100,000 people.           

(2) Area populated by 50,000 to 100,000 people.                                                    

(3) Area of less than 50,000 people, where nearest city of greater than 100,000 people is less than 20 miles away.           

(4) Area of less than 50,000 people, where nearest city of greater than 100,000 people is 20 to 50 miles away.               

(5) Area of less than 50,000 people, where nearest city of greater than 100,000 people is 50 to 100 miles away.              

(6) Area of less than 50,000 people, where nearest city of greater than 100,000 people is more than 100 miles away.          

(7) Area is isolated and surrounded by rural undeveloped countryside.  
	Answer:
	


 10. Geographic Location.                                                    

       a.
Facility Location. Select the description which best represents the geographic location of the facility being assessed.                   

(1) Located in or near (within 20 miles) of the following cities: New York, Washington, D.C., Chicago, Miami, Los Angeles, San Francisco, Houston, San Juan, or Seattle.                                                  

(2) Excluding the cities listed in (1) above, located in or near (within 20 miles) of a city identified by the Nunn-Lugar-Domenici Domestic Preparedness Act for receipt of training, exercises and equipment monies to enhance their capacity to respond to incidents involving weapons of mass destruction.
(3) Located in or near (within 20 miles) a city that is not identified by the Nunn-Lugar-Domenici Domestic Preparedness Act, but where tourism is among the top 3 industries, in terms of revenue generated and jobs provided.

(4) All other locations.
	Answer:
	


 11.  Proximity to International Borders.  

a. Distance from borders. Select the description which best represents the location of facility being assessed to international borders.                                                        

(1) 0-100 miles.                                                    

(2) 101-500 miles.                                                  

(3) +500 miles.                                                     

(4) Islands.                                                        

	Answer:
	


FACILITY RISK/VULNERABILITY SELF-ASSESSMENT

COMPUTATION SHEET

Please note that the numbers in parenthesis denote point values.                              

 1.  FACILITY CHARACTERISTICS AND SENSITIVITY                               

      a. Current threat analysis                                                     

           1._______ (1)   2._______ (10)                                                

      b. General facility accessibility                                                          

           1._______ (3)   2._______ (2) 3._______ (1) 4.______ (0)                                  

      c. Facility volume                                                          

           1._______ (2)   2._______ (1) 3._______ (0)                                  

      d. Critical assets in close proximity                                                                 

           1._______ (1) 2._______ (0)  

                                                    



1.  TOTAL________                 

 2.  FACILITY SECURITY FORCE CHARACTERISTICS                                              

      a. Description of transportation police/security force                                                        

           1._______ (12) 2._______ (9) 3._______ (6) 4._______ (3) 5._______ (1)

6._______ (0)                                  

                                                    



2.  TOTAL________                 

 3.  PHYSICAL SECURITY CHARACTERISTICS                                                

      a. Revenue service characteristics                                                                    

           1._______ (4) 2._______ (3) 3._______ (2) 4._______ (1) 5._______ (0)                                                               

      b. service characteristics                                                                  

           1._______ (5) 2._______ (4) 3._______ (3) 4._______ (2) 5._______ (1) 6._______ (0)                                  

                                                    



3.  TOTAL________                 

4.  PHYSICAL CHARACTERISTICS OF FACILITY                                  

     a. Terrain                                                                      

          1._______ (3) 2._______ (2) 3._______ (1) 4._______ (0)                                  

     b. Routes of access and egress                                                 

          1._______ (3) 2._______ (2) 3._______ (1) 4._______ (0)                    

     c. Rail transit accessibility (if applicable)                                                          

         1._______ (6) 2._______ (3) 3._______ (2) 4._______ (1) 5._______ (0)               

         6._______ (0)               

     d. Intermodal service                                                     

         1._______ (0) 2._______ (1) 3._______ (2) 4._______ (3) 5._______ (4)               

                                                   



4. TOTAL _________                 

5.   COMMUNICATIONS                                                                   

      a. Internal communications at facility                                                                        

           1._______ (3) 2._______ (2) 3._______ (1)                                                                                      

      b. Communications with local responders
           1._______ (3) 2._______ (2) 3._______ (1)                                                                                      

      c. Communications with State, federal and local responders
           1._______ (2) 2._______ (1) 3._______ (0)
                                                  



 5. TOTAL _________                 

 6.   SUSTAINABILITY                                                                   

       a. High threat                                                                 

            1._______ (8) 2.________  (6) 3._______  (4) 4._______ (2)                 

       b. Medium threat                                                               

            1._______ (7) 2.________  (5) 3._______  (3) 4._______ (1)                 

       c. Low threat                                                                  

            1._______ (6) 2.________  (4) 3._______  (2) 4._______ (0)                 

                                                   



6. TOTAL _________                 

7.  RESPONSE TIME - SECURITY PERSONNEL                                               

     a. Police patrol                                                               

           1._______ (2) 2.________  (3)  3._______  (4) 
                                                                                                               

     b. Bomb squad                                                                  

           1._______ (1) 2.________  (2)  3._______  (3)                              

     c. SWAT                                                                        

           1._______ (0) 2.________  (1)  3._______  (2)                              

        



                                           
7. TOTAL _________                 

8.   RESPONSE TIME - EMERGENCY PERSONNEL                                             

      a. Fire department                                                            

            1.________ (1) 2.________ (2)  3.________ (3)                              

      b. Hazardous materials response team                                                    

            1.________ (1) 2.________ (3)  3.________ (6)  

                                                   



 8.  TOTAL_________                

9.   PROXIMITY TO URBAN AREAS                                                        

      a. Facility Location                                                               

1.________ (7) 2.________ (6) 3.________ (5) 4.________ (4) 5.________ (3) 

6.________ (2) 7.________ (1) 

                                                   



 9.  TOTAL_________                

10. GEOGRAPHIC LOCATION                                                             

       a. Facility Location                                                                

             1.________ (8) 2.________ (6) 3.________ (4) 4.________ (1)        

                                                   



10.  TOTAL_________                

11. PROXIMITY TO INTERNATIONAL BORDERS.                                             

      a. Distance from Borders

             1.________ (8) 2.________ (6) 3.________ (4) 4.________ (1)        

                                                    



11.  TOTAL_________               

SCORE SHEET
	FACILITY ASSESSMENT AREA
	TOTAL SCORE

	1. Facility Characteristics and Sensitivity
	

	2. Facility Transportation Police/Security Force Characteristics
	

	3. Physical Security Characteristics
	

	4. Physical Characteristics of Facility
	

	5. Communications
	

	6. Sustainability of Additional Security Resources
	

	7. Response Time for Specialized Security Personnel
	

	8. Response Time for Specialized Emergency Responder Personnel
	

	9. Proximity to Urban Areas
	

	10. Geographic Location
	

	11. Proximity to International Borders
	


 TOTAL POINT VALUE OF ALL ANSWERS_______________                              

	SCORING THE ASSESSMENT:

RANGE OF VULNERABILITY


	VERY LOW
	LOW
	MEDIUM
	HIGH
	VERY HIGH

	0 TO 10 POINTS
	11 TO 25 POINTS
	26 TO 50 POINTS
	51 TO 70 POINTS
	ABOVE 71 POINTS


�  Facility manager refers to an on-site, dedicated manager, who may be a transit supervisor, a customer


service representative, a safety officer, or a dedicated transportation police officer or security officer, with responsibility for opening, closing and monitoring the operation of the facility. Transportation police include all sworn law enforcement officers with jurisdiction in the facility.  Security guard force/officers refer to non-sworn security personnel. Safe assumption can be made that sworn law enforcement officers have necessary security training. For other security personnel, training should include, but need not be limited to: Communications, control of access, patrol procedures, response to emergencies, reporting, characteristics and behavior of persons who may commit unlawful acts, and review of SOP's for the facility.  Records of the date and type of training for security should be maintained for all personnel.





