Section 4: System Security Program - Roles and Responsibilities

4.1  Planning

4.2
Proactive Measures

4.3
Training

4.4  Day-to-Day Activities

4.1  Planning

Planning for security at the transit system is an integral part of maintaining and operating a secure transit system.   This section of the Security Plan should identify responsible person(s) and departments for general security planning activities such as new security activities, security program budgeting, and response to internal concerns abut specific security situations.

As part of these security planning activities, transit agencies may often have committee(s) comprised of security personnel, operations, and capital planning personnel to discuss planned security issues and activities.  Committee(s) may also be utilized to assess the security considerations for new transit system operations, equipment purchases, new facility design, etc. as well as to analyze security incidents and activities.  The security committee structure should be explained in this section.

The transit agency should also ensure that security considerations are taken into account when designing new transit system operations, new equipment purchases, new facility design and renovations, and other activities that the transit agency may undertake.   The security unit should have input into design decisions that affect passenger and employee security and the plan should describe this process.  For example, security personnel may review the design of new facilities or be included on design review committees.

A sample section appears below.

	SAMPLE -- PLANNING RESPONSIBLITIES

	During the development and implementation of the System Security Program Plan, the Security Program Manager (SPM) and will be responsible for security planning, including the following:

· Assisting the General Manager in the overall development of the plan
· Writing specific portions of the plan

· Assisting the General Manager in presenting the plan to the Board of Directors for review, modification, and approval

· Coordinating the establishment of security procedures with other department and division managers

· Coordinating the establishment of the Proactive Security and Security Breach Committees

· Coordinating the establishment of a security incident reporting system
· Coordinating the establishment of a system wide threat and vulnerability assessment program

After the establishment of the initial plan most planning activities will become ongoing and will involve the SPM, division and department heads, and the Proactive Security and Security Breach Committees.

The SPM will be responsible for:

· Meeting regularly with representatives from local law enforcement agencies to discuss mutual problems and plan responses

· Establishing and attending regularly scheduled security planning meetings with division and department heads

· Soliciting ideas from all staff on improved security

· Reviewing and updating the System Security Program Plan

· Presenting modifications to the plan to the General Manager for approval

· Reviewing the success of the Proactive Security and Security Breach Committees

· Assisting the General Manager in presenting proposed modifications to the Board of Directors

· Assisting the General Manager and Board of Directors in planning for future security needs

Division and department heads will be responsible for:

· Reviewing new security activities to determine how they impact the areas for which each manager is responsible

· Developing implementation strategies for security-related activities to be assigned within the Department Safety and Security Action Plans

· Planning fiscal requirements of security activities

· Sharing their security concerns and ideas for improvement with the Security Manager and security committees

Members of the Proactive Security and Security Breach committees will be responsible for:

· Soliciting ideas from all staff on improved security

· Determining training needs for security related activities

· Determining equipment requirements for all security activities

· Considering security aspects in all equipment acquisitions

· Developing time lines for implementation of new security subprograms

· Developing resolutions for identified security problems

· Assessing agency readiness for response to security threats

All employees regardless of rank or assignment will be expected to:

· Consider the security of transit passengers, vehicles, and facilities in the performance of all of their regular activities

· Offer suggestions for the improved security of transit passengers, vehicles, and facilities to their division or department head, the SPM, or to members of either of the two security committees




4.2
Proactive Measures

This section should describe proactive security measures employed by the transit agency.  In describing these measures, this section needs to include the potential problem each measure is intended to address and the identity of the responsible person.

Examples of proactive security measures may include:

· listing facilities at which patrol officers are assigned and the nature of their assignment, such as foot, vehicle, or bike patrol, or uniformed or plainclothes

· types and numbers of responses to facilities which are not patrolled regularly

· a discussion of specialized patrols, such as canine officers, or officers with special training in recognizing pickpocket and other scam situations

· community, school, or other outreach programs undertaken, including Operation Lifesaver or other activities aimed at preventing trespassing and reinforcing security concerns

· training in security procedures for personnel who operate vehicles on the fixed guideway system

· passenger-related security programs, including crime awareness demonstrations, security advertising campaigns, or similar projects to alert travelers to avoid potentially dangerous or crime-prone situations

· participation by police or security personnel in any interagency cooperative activities with outside police or security agency(s)

· use of intrusion alarms, motion detectors, or other devices

· use of closed-circuit television systems (CCTV) and procedures for monitoring same

A sample section is presented below:

	SAMPLE – PROACTIVE SECURITY MEASURES

	Proactive security measures are those sub-programs or activities undertaken to prevent breaches in security or to minimize threats of vulnerabilities.  Proactive measures have been implemented in the following areas, and are carried out as regular, on-going activities.

Fare Evasion: [NAME OF TRANSIT AGENCY] maintain an on-going concern regarding fare evasion, including individual incidents of non-payment, counterfeit fare media and transfers; dummy coins and split bills, and other techniques developed to avoid fare payment. To minimize fare evasion, [NAME OF TRANSIT AGENCY] regularly reviews fare collections and reports on fare receipts. Security inspections and “ride-alongs” also support passenger compliance with fare payment rules. [NAME OF TRANSIT AGENCY] coordinates closely with the other transit providers in our community to maintain awareness regarding fare evasion and counterfeiting techniques.

Bus Boardings: To minimize transit incidents, and to promote a sense of security among [NAME OF TRANSIT AGENCY]  employees and patrons, buses pulling those transfer stations with the highest number of boardings and alightings are routinely boarded by transit security personnel. The visible and uniformed security presence questions the bus operator regarding the progress of his or her shift, and if there have been any problems. Reported problems will be resolved as soon as possible by transit security or operations staff.
Parking Lot Crime: Park-and-ride lots are patrolled regularly by local law enforcement, through cooperative agreements. This serves as deterrents to incidents occurring on this property.    

Incidents Onboard Transit Vehicles: To minimize transit incidents, armed Transit Security Officers patrol onboard transit vehicles. In addition, a pilot surveillance camera system is in the process of being implemented onboard 24 buses. This camera system is expected to have a significant deterrent effect once it is operational.  The Security Program Manager is responsible for the operation of the Camera Surveillance Program.




4.3
Training

This section of the plan should describe the security training requirements for the security personnel utilized by the transit agency.  If the transit agency utilizes city police officers or private security forces, the training requirements of these groups should be described.  In addition, any optional classes or training provided to security personnel should be detailed in this section of the plan.

The security training for non-security personnel such train operators, station agents, or fare inspectors should also be described in this section of the plan.  Often this training may be a section of a larger training program.  The description needs to explain how the training is provided including content, duration, grading standards, and maintaining course content for each training class.

Finally, this section should explain how the transit agency determines what training to offer and ensures that all individuals are trained appropriately.  This should include a discussion of the required qualifications for instructors.  

A sample section appears below, for a transit agency that contracts with local law enforcement and private security to provide additional security protection for its passengers, vehicles, and bus operations.

	SAMPLE TRAINING SECTION

	System Wide Trainingtc \l3 "4.4.1
System Wide Training: All Regional Transit employees, regardless of assignment, are required to attend a course of instruction entitled "Strategies: Dealing with Difficult people." The course takes a full 8-hour day and covers normal District policies and outlines new techniques for dealing with commonly encountered security situations including:

· Fare disputes

· Rule violations

· Threats against employees and passengers

· Unruly passengers

· When to request police assistance

Each employee is also given a document entitled "Guidelines for Transit Threat Management" which covers responses to bomb threats, security preparation, incident management, and department action planning. The document provides guidelines for employees to deal with commonly encountered situations, and provides information to allow employees to understand [NAME OF TRANSIT AGENCY]’S response to security incidents.
Transportation Department (Bus)tc \l3 "4.4.2
Transportation Department: All newly hired bus operators are provided four weeks of classroom instruction, a portion of which deals with security related training. Operators are given instruction in [NAME OF TRANSIT AGENCY]’s rules and Standard Operating Procedures (SOPs) in the following areas:

· General Rules: General employee rules, includes instruction on duty to report any safety or security hazards observed by employees.

· Personal Appearance and Conduct: Covers uniforms, grooming, and employee conduct.

· Customer Service: Covers expectations of employees when dealing with the public, includes instruction on how and to whom to report security incidents, and types of individuals or situations to be aware of and report.

· Traffic Laws: Covers applicable traffic related laws and regulations, drug and alcohol testing, and drug and alcohol use restrictions.

· Pre-trip inspection: Provides instruction in thorough inspection of a bus prior to placing the bus in service.

· Maintenance and Operations: Provides instruction on bus operating procedures and identifying common mechanical problems; also stresses the importance of graffiti removal, and identification, notification to security personnel, and documentation of gang related graffiti.

· Fare Handling: Covers fare collection procedures and provides instruction in dealing with fare disputes, conflict resolution, and notification of security personnel.

· Americans with Disabilities Act Requirements: Provides instruction in complying with ADA requirements and providing service to disabled patrons.

· Emergency Procedures: Provides instruction in silent alarm procedures, involvement in traffic accidents, and medical emergencies involving passengers.

· Safety Procedures: Provides instruction in dealing with traffic safety issues, procedures for drivers to follow if involved in a traffic accident, fire, chemical or biological spill procedures, and procedures for dealing with suspicious objects or suspected explosive devices.

· Radio Procedures: Provides instruction on radio procedure for both routine and emergency radio traffic. Includes instruction on reporting crimes, suspicious acts, and potentially hazardous situations.

· Report Writing: Provides instruction on report writing, and reporting requirements.

All Transportation Department supervisors, in addition to receiving the previously listed training, receive 40 hours of instruction in the Laws of Arrest as covered under California Penal Code Section 832 as required by the California Commission on Peace Officer Standards and Training. This training allows them to issue citations as Public Officers for violations of transit related laws. All supervisors also receive two hours of instruction in the use of aerosol chemical agents which allows them to carry and use personal aerosol chemical agents for self defense.

Police Services Department: All members of the Police Services Department are sworn Peace Officers as defined by [INSERT CODE]. State and local statutes require that every Peace Officer attend a basic academy before exercising their Peace Officer powers. Because each officer is employed by the City or County, the employing agencies are responsible for the officers training.

Each officer assigned to the Police Services Department is provided 80 hours of transit specific instruction by Regional Transit trainers upon their assignment to the Police Services Department.

Each Officer receives instruction in the areas of:

· [NAME OF TRANSIT AGENCY] rules and SOPs

· Violations of state law and local ordinances

· Enforcement procedures

· Radio communications/radio familiarization

· Tactics/Security Officer conduct

· Familiarization with Transit Vehicles

· Strategies: Dealing with Difficult People

· Special issues dealing with minors

Private Security: Each contract security guard is provided 40 hours of instruction related to transit security upon their assignment to [NAME OF TRANSIT AGENCY]. They receive ongoing training provided by [NAME OF TRANSIT AGENCY] trainers and Police Service Department Officers throughout their employment.


Each Security Guard receives instruction in the areas of:

· [NAME OF TRANSIT AGENCY] rules and SOPs

· Violations of state law and local ordinances

· Enforcement procedures

· Radio communications/radio familiarization

· Tactics/Security Officer conduct

· Familiarization with Transit Vehicles

· Strategies: Dealing with Difficult People




4.4  Day-to-Day Activities

This section should describe the standard operating procedures that transit security, operations, and management personnel utilize for day-to-day operations. Where possible, these procedures should be referenced – but not included in the Security Plan.  References should be sufficient to convey basic information without compromising security operations in this publicly available plan.
This section should also describe the role of transit security personnel during security incidents, especially the notification and communication process. For example, the role of security in contacting the control center or being contacted by the control center should be explained.

Finally, this section should describe the functions performed by transit law enforcement or security personnel during accident management and investigation. Depending on the type of accident, transit security or external agency police may play a significant role in these investigations.  This subsection should describe the procedures for security personnel regarding accident or incident investigation that is either distinct from or in conjunction with safety personnel.

A sample table, listing day-to-day activities, is provided below.

	SAMPLE: DAY-TO-DAY SECURITY ACTIVITIES


	Day-to-Day Activities: Patrol 

· Schedule, coordinate, supervise and review the actions and activities of law enforcement/private security personnel assigned to the Transit Patrol Unit

· Patrol facilities and vehicles to maintain order, perform crime prevention duties and take appropriate action when observing violations of law

· Ensure that the Transit Patrol Unit brings superior skills and motivation to its assignments

· Respond to serious crime and accident scenes

· Monitor training and instruction of Transit Patrol Unit 

· Review and approve crime reports

· Receive and resolve complaints in a positive manner and establish favorable public relations

· Provide assistance to passengers, including fare and route information

· Provide information to employees on security related issues

· Provide assistance to jurisdictional agencies and Transportation Supervisors during the investigation of accidents involving [NAME OF TRANSIT AGENCY] vehicles and equipment 


· Serve as a liaison between [NAME OF TRANSIT AGENCY] and outside agencies at security scenes and accident scenes

· Perform searches of [NAME OF TRANSIT AGENCY] vehicles and property for suspicious objects and persons

· Identify security and safety hazards and make/request appropriate notifications

· Work variable hours during all types of weather

· Work extended duty when required

· Perform additional duties as required

Day-to-Day Activities: Transportation Dispatch

· Provide direct, round the clock supervision of system operations

· Receive radio calls for assistance from employees and contract transit security officers

· Dispatch supervisory, law enforcement, and emergency services personnel as needed

· Notify supervisory and managerial personnel of serious/significant incidents involving transit personnel, vehicles, property or equipment

· Complete any required security-related reports

· Provide verbal direction and assistance to on-scene personnel

Day-to-Day Activities: Transportation Supervisors

· Provide leadership and direction during security incidents

· Handle minor, non-threatening rule violations

· Defuse minor arguments

· Make decisions regarding the continuation of operations

· Respond to service complaints

· Render assistance with crowd control, gather victim/witness information and provide general on-scene assistance during security related incidents

· Complete necessary security related reports

· Photograph damage and injuries

· Coordinate with transportation dispatchers and with outside agencies at incident scenes which disrupt bus service

Day-to-Day Activities: Bus Operators

· Report all security incidents to Transportation Dispatch

· Manage accident scenes so as to minimize the possibility of any injuries to employees, patrons or citizens, and to minimize the possibility of damage to any [NAME OF TRANSIT AGENCY] equipment or property, or the equipment or property of any other persons

· Attempt to handle minor, non-threatening rule violations

· Respond verbally to complaints

· Maintain safe control of their vehicle

· Complete all necessary security related reports

Day-to-Day Activities: Revenue Transfer Officers

· Utilize proper money handling techniques to assure the security of monies collected

· Identify security issues relative to revenue collection and processing

· Attempt to avoid threatening situations when collecting revenue

· Report all security incidents to Transportation Dispatch

· Complete all necessary security related paperwork



