[image: image1.wmf]Federal Transit Administration

Page 3
Office of Safety and Security


Security Management Principles and Practice

The prominence of public transportation and the large number of passengers who rely on this service ensure that security is a fundamental responsibility.  To support the transit industry’s response to heightened threat levels resulting from the attacks on the World Trade Center and Pentagon, FTA’s Office of Safety and Security provides the following overview of effective security management principles and practice.

System Security Management 

DEFINITION: The organized planning, controlling, and integration of all transit agency efforts directed toward System Security.
System Security Management requires coordination with all transit departments and activities – security must be a key component of all transit agency efforts and operations.

1. Transit Agency Tools for System Security Management

A. Designated Security Function (DSF) or Police/Security Department

B. Security Committee

C. System Security Program, documented in a System Security Program Plan (SSPP)

2. Designated Security Function (DSF) or Police/Security Department

The Designated Security Function (DSF) or the Police/Security Department is the department, division, or other organization within the transit agency with primary responsibility for security. The DSF or Police/Security Department is charged with coordinating all management activities for system security. Formal System Security Management -- implementation of, and accountability for, the agency’s security program -- is vested in the DSF or Police/Security Department.

A. Responsibilities of the DSF or Police/Security Department

1) Coordinate security activities for planning, design and construction

2) Coordinate and oversee performance of any certification activities for security equipment, technology, or contracted services

3) Develop, implement, and coordinate a System Security Program to formalize the agency’s security practices

4) Document the System Security Program in a System Security Program Plan (Security Plan)

5) Collect, analyze, track, and report security data; perform security studies and investigations based on analysis

6) Conduct incident investigations

7) Conduct/coordinate and report on security reviews, surveys, analyses, audits, inspections, and investigations

8) Develop, implement, and evaluate strategies for improving employee security performance

9) Perform trend analysis on security issues, occurrences, and data

10) Evaluate/recommend security requirements, standards, and specifications for operations, procedures, and equipment

11) Develop, track, and implement corrective action plans in response to findings and recommendations resulting from investigations, audits, inspections, analysis, or other activities.

12) Follow-up on corrective action implementation and report to management and oversight agencies

13) Provide liaison and consulting support to other management groups

14) Perform security training and the motivation of employees

15) Monitor and coordinate external security activities

16) Comply with local, State, and federal security regulations

17) Documentation and records maintenance

B. Recommended DSF or Police/Security Department role in the transit organization

i. Direct report to the agency General Manager/CEO

ii. Separate budget line item for the  Police/Security Department

iii. Clear authority for signing policies, procedures, drawings, and plans – required sign-off on agency rulebook

iv. Clear authority in overseeing the inclusion of security issues in the agency’s procurement and contracting process

C. Transit Security Committee

The Police/Security Department is supported by the Transit Security Committee.  The Transit Security Committee is defined as:

	“A committee assembled with representatives from all major transit departments and top management to develop, and coordinate implementation of, the agency’s security program.”




The Transit Security Committee coordinates and formalizes the Police/Security Department’s access to all agency Operating Departments.  The Security Committee can provide a primary mechanism through which the Police/Security Department:

i. Identifies security conditions and problems at the agency

ii. Organizes incident investigations and develops and evaluates corrective actions to address findings

iii. Obtains data on agency security performance

iv. Develops strategies for addressing agency security problems

v. Coordinates the sharing of security responsibilities and information

vi. Manages the integration of security initiatives and policies in agency operations

vii. Evaluates the effectiveness of the security program

viii. Ensures document reviews and configuration management

ix. Manages the development and revising of agency policies, procedures, and rulebook

x. Coordinates interaction with external agencies

D. Responsibilities of Other Transit Departments

· Full knowledge of the security program

· Ensuring that all employees make security a primary concern while on the job

· Cooperating fully with the DSF or Police/Security Department regarding any incident investigation

· Listening to and acting upon security concerns raised by employees

· Reporting to the DSF or Police/Security Department all raised security concerns

· Making sure security is addressed in training, rules, and procedures

Security responsibilities can be recorded in the following tables:

Transit Security Committee

	Transit Security Committee

	Staffing and Composition:



	Responsibilities
	Requirements
	Resources

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


TOP TEN SECURITY PRIORITIES FOR COMMITTEE

1. _________________________________________________________

2. _________________________________________________________

3. _________________________________________________________

4. _________________________________________________________

5. _________________________________________________________

6. _________________________________________________________

7. _________________________________________________________

8. _________________________________________________________

9. _________________________________________________________

10. _________________________________________________________

DSF or Police/Security Department Matrix

	Police/Security Responsibilities

Security Task Matrix

	Security-Related Tasks
	Police - Security Dept.
	Engineering
	Maintenance
	Training
	Operations
	Consultants/Contractors
	Safety
	Frequency

D - Daily

M - Monthly

Q - Quarterly

Y -Yearly

AR – As   Required

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


P – Primary Responsibility

S – Support Responsibility

RC – Review and Comment
DSF or Police/Security Department Matrix
	Other Transit Department Responsibilities

Security Task Matrix

	Security-Related Tasks
	Police – Security Dept.t
	Engineering
	Maintenance
	Training
	Operations
	Consultants/Contractors
	Safety
	Frequency

D - Daily

M - Monthly

Q - Quarterly

Y -Yearly

AR – As   Required

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


P – Primary Responsibility

S – Support Responsibility

RC – Review and Comment

E. System Security Program Plan

The purpose of the System Security Program and Plan is to provide a formal process for developing, implementing, and documenting a proactive, prevention-oriented security program to protect transit customers, employees, and property. The Security Program Plan defines the security roles of each person and department, details their functions, and documents milestones in the development and implementation of the program.

The goal of this program is to maximize the security of the transit system.  It includes customers, employees, and property protection through a proactive approach to system security. This goal is achieved through a variety of objectives and the tasks associated with reaching and maintaining those objectives.  A sample list of objectives is identified below. A Security Plan Sample Table of Contents follows.

	SAMPLE: TRANSIT SECURITY OBJECTIVES 

	Overall Objective: Prevent crime by making the most efficient use of the staff; implementing innovative methods of transit policing; and building customer’s confidence by increasing officer visibility.

Reduce criminal incidents occurring on the system.

· Deploy personnel and resources in response to increased criminal activity.

· Deploy uniformed officers and security personnel in a highly visible manner during peak system hours.

Utilize more effective methods for identifying and analyzing patterns of criminal activity on the system.

Maximize efficiency and effectiveness in all parts of the Department.

Increase the public’s knowledge of the mission and efforts of the Security Program

Encourage good community relations in support of the Security Program

Encourage good relations with other organizations and agencies

· Provide customers and employees with an efficient, courteous, and helpful staff.

· Continue training security personnel in human relations skills, including Customer Service classes for all personnel.

Develop a Security Breach Review Committee whose goal is the investigation of security breaches to identify causes with hopes of improving security by addressing those causes

· Staff the Security Breach Review Committee with appropriate employees.

· Provide support to committee in terms of time and equipment to perform tasks.

· Maintain an information system to log all security breaches so that appropriate analysis and decisions can be effectively made.

· Maintain a record keeping system that would log incidents by date, location, type, and disposition.

Create a data system that would  have a query capability so that users can ask questions such as how many incidences of fare evasion occurred during a specific time period at specific facilities.




SAMPLE SSP TABLE OF CONTENTS

SIGNED POLICY STATEMENT (indicating management commitment to rail system security and authority for System Security Plan and Program, endorsed by senior management) 

1.0   Introduction to System Security 

1.1
Purpose of System Security Security Program Plan (SSP)

1.2
Security Program Goals, Objectives and Tasks

1.3
Scope of the Security Program

1.4
Security and Law Enforcement Personnel

1.5
Management Authority and Legal Aspects

1.6
Coordination with Airport Security Program

1.6
Government Funding and Requirements

1.7
Definitions

2.0   Station Description
2.1
Background and History

2.2
Organizational Structure for Operations

2.3
Human Resources

2.4
Passengers

2.5
Transit Services/Operations

2.6
Stations Facilities and Equipment


2.7
Security Capabilities and Practices

3.0
Access Control Program

3.1
Applicability

3.1.1
Security Identification Display Areas 

3.1.2
Exclusive areas

3.1.3
Secured areas

3.1.4
Restricted areas and critical station operations 

3.1.5
Utilities and support facilities and systems

3.2
Technology and Procedures

3.2.1
Electronic Access Control Systems

3.2.2
Employee Identification Badges

3.2.3
Closed Circuit Television

3.2.4
Intrusion Detection

3.2.5
Security Identification Display Area (SIDA) Program and Procedures

3.2.6
Response to Alarms

3.2.7
Procedures for Challenges to Unauthorized Personnel

3.2.8
Security Program for Contractors and Maintenance Personnel
3.0   SSP Management
3.1
Responsibility for Mission Statement and System Security Policy

3.2
Program Management

3.3
Security Responsibilities

3.3.1
DSF or Police/Security Department


3.3.2
Other Divisions/Departments



3.3.3
Committees

3.4
Security Breach Review

4.0   SSP Roles and Responsibilities
4.1
Planning

4.2
Proactive Measures

4.3
Training

4.4
Day-to-Day Activities

5.0   Threat and Vulnerability MANAGEMENT
5.1
Identification

5.1.1
Security Testing and Inspection

5.1.2
Data Collection

5.1.3
Reports

5.1.4
Security Information Flow

5.2
Assessment

5.2.1
Responsibility

5.2.2
Data Analysis

5.2.3
Probability and Severity

5.3
Resolution

5.3.1
Emergency Response

5.3.2
Breach Investigation

5.3.3
Research and Improvements

5.3.4
Eliminate, Mitigate, or Accept

6.0   SSP Implementation and Evaluation
6.1
Implementation Goals and Objectives

6.2
Implementation Schedule

6.3
Evaluation

6.3.1
Internal Review - Management

6.3.2
External Audits

7.0   SSP Modifications
7.1
Initiation

7.2
Review Process

7.3
Implementation

APPENDICES






