SECURITY RISK ASSESSMENT FRAMEWORK 

The process of selecting anti-terrorism measures evaluates potential threats, the consequences of those threats, and the techniques available to mitigate them.  This framework is presented in Figure 1 and has five steps:

· asset criticality;

· threat evaluation;

· vulnerability assessment; 

· countermeasure investigation; and

· security measure selection.

The remainder of this section is devoted to describing this framework.
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FIGURE 1: RISK ASSESSMENT PROCESS
STEP ONE: ASSET CRITICALITY

The structured management of overall security risks invariably begins with an understanding of the relative criticality and value of the transportation system’s assets.  Only by first identifying, cataloging and analyzing its assets can the system assess the impacts of their potential loss. As indicated in Figure 2, assets determine the value of the operation, and hence the level of investment to be made in assuring protection.
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FIGURE 2: IDENTIFYING PRIORITY ASSETS

ASSET DEFINITION

Assets can be defined as the infrastructure, facilities, equipment, information, and personnel that comprise each transportation system.  Assets vary across transportation modes.  For example, in public transportation, assets include people, such as: passengers; employees; visitors; contractors; vendors; nearby community members; and others who come into contact with system.  Information assets include operating and maintenance procedures, vehicle control and power systems, employee information, computer network configurations and passwords, and other proprietary information.  Property-based assets can include a range of infrastructure, facilities, and equipment, including:

	· passenger stations, stops and shelters;

· tenant facilities in passenger stations;

· passenger vehicles;

· structures (e.g., underground, at-grade, and elevated);

· passenger parking lots;

· vehicle control systems;

· communications systems;

· heavy maintenance facilities;

· service and inspection facilities;

· maintenance vehicles and equipment;

· backup power systems;

· fuel farms and generators;

· alternative fuel storage facilities;
	· switches, signals, and interlockings;

· grade crossings and automatic warning devices (e.g., gates, bells, flashers, and signs);

· electrification systems (third rail, overhead catenaries);

· operations control centers;

· revenue collection facilities;

· vehicle storage facilities;

· wayside support and maintenance facilities;

· ancillary facilities and storage;

· employee parking lots;

· administrative facilities; and

· transportation security facilities and communications systems.


ASSET PRIORITIZATION

From a security perspective, whichever mode is considered, transportation assets are threatened by intentional events that could result in fatalities or injuries; suspension of transportation service; major disruption in service; or inability to provide service.  In deciding which assets, or categories of assets, have the greatest impact if lost, damaged or disrupted, transportation systems typically consider two different approaches:

· criticality assessment for system users and system operation; and

· critical factor evaluation.

These approaches, which are discussed below, vary primarily based on the presence of passengers and employees and the use of the asset by outside responders, such as emergency responders and the US military.  These two approaches are also applied based on similarities between and among classes of transportation assets.

Criticality Assessment

For transportation systems, such as public transit, that move large numbers of people and offer the potential for high casualties, the General Accounting Office (GAO), in its 1988 assessment of the vulnerability of public transportation to acts of terrorism and extreme violence, entitled Domestic Terrorism: Prevention Efforts in Selected Federal Courts and Mass Transit Systems, developed a useful analytical tool to prioritize critical assets.  This tool assesses the criticality of each transit asset according to the impact of its disruption on people (either the public or employees) and the ability of the system to function.
  Using this system for prioritizing assets, transportation personnel can identify and rank the impacts of asset loss.  

In this approach, each asset, or category of asset, must be identified, and then using a relative or quantitative scale, evaluated for the impacts its loss would have on passengers, employees and system functioning during different time of day (peak and off-peak service).  Impacts can be measured in terms of the number of passengers and employees present in a given location within an asset who could be affected, as well as the cost of replacing the lost asset, including all indirect costs, such temporary services required until the asset is rebuilt, liability and workers compensation claims, and changes in insurance coverage.  Each transit system must assign its own values for ranking impacts, based on its experience and available information.  The GAO recommends the use of high, medium, and low categorizations.  Based on this model, Table 1 present the results of analysis performed concerning the criticality of generic bus assets.

Based on results from this analysis, public transportation systems can identify single assets and categories of assets whose loss would potentially result in high casualties or system disruption.  Where possible, assets with similar criticality assessments, such as station entrances or vehicles, can be grouped together for consideration of similar threat evaluation, vulnerability assessment, and risk reduction measures.  Based on these results, public transportation systems can rank their assets according to passenger exposure during different times of the day, as well as the overall impacts of asset loss on the system’s ability to sustain service.

Critical Factor Evaluation

For AASHTO and NCHRP, FHWA developed an assessment methodology that uses critical asset factors to prioritize assets.
  Collectively, these factors are an indication of the conditions, concerns, consequences, and capabilities that might cause a state DOT to label an asset as critical.  Using this approach, each factor is assigned a value based on the importance of the factor in determining the asset’s criticality.  The factors and associated values shown in Table 2 serve as a guide for scoring and ranking transportation assets.

	TABLE 1: ANALYSIS OF CRITICALITY OF BUS ASSETS

	

	Bus Transportation Assets
	Criticality (Level of Impact)

	
	

	Assets
	People
	System

	Terminal/Station
	High1
	Medium to High 2

	· Entrances and exits
	High1
	Low2

	· Escalators/elevators/stairs
	High1
	Low2

	· Corridors/pathways
	Medium1
	Low2

	· Mezzanines and concourses
	High1
	Low2

	· Passenger loading and unloading 
	High1
	Medium2 

	· Vendors
	High1
	Low2

	· Restrooms
	Medium
	Low2

	· Support facilities and storage
	Low1
	Medium to High2

	· Administrative/employee facilities
	Medium to High1
	Medium to High3

	Transit Center
	High1
	Low 2

	· Entrances and exits
	Medium to High1
	Low2

	· Passenger waiting areas
	Medium to High1
	Low2

	· Restrooms
	Medium1
	Low2

	· Passenger loading and unloading 
	Medium to High1
	Low2

	· Vendors
	Medium1
	Low2

	· Support facilities
	Low1
	Low2

	Multi-use/intermodal connection
	High1
	Low to Medium2

	Bus stops and shelters
	Medium to High1
	Low

	Vehicles (buses and vans)
	Medium to High
	Low

	Roadways
	Low
	Low

	High Occupancy Vehicle (HOV) lanes 
	Low
	Low to Medium

	ITS technology and equipment 
	Low
	Low to Medium

	Parking lots
	Low to Medium
	Low

	Bus garages and storage facilities
	Low3
	High

	Heavy repair facilities
	Low3
	Medium to High

	Service and inspection facilities
	Low3
	Medium to High

	Inventory and storage facilities
	Low3
	Medium

	Alternative fuel facilities
	Low3
	High

	Operations control center
	Low3
	High

	Communications system
	Low3
	Medium to High

	Revenue collection facilities
	Low3
	Medium

	Administrative facilities
	Medium to High3
	Medium to High

	Employee parking lots
	Low to Medium3
	Low

	Transit police facilities
	Medium to High3
	Medium to High

	1Depends on what time of day incident occurs.  Greater impact would be experienced during rush hour than non-rush hours.

2Depends on location in the system where an incident occurs.  An incident at a major transfer center or station would have greater impact than one at an outlying bus stop.  Also depends on the alternatives available, such as redundancies, rerouting capabilities, and other factors.

3Affects employees only.


Like many qualitative methodologies, values assigned to these factors range from:

· extremely important – 5;

· moderately important – 4;

· important – 3;

· somewhat important – 2;

· less important – 1; and

· not applicable – 0.

	TABLE 2: STATE DOT CRITICAL ASSET FACTOR LIST


	

	Item
	Critical Asset Factor
	Value
	Description

	
	
	(1 to 5 scale)
	

	A
	Ability to provide protection from attack
	
	Is there a system of measures in place to protect the asset?

	B
	Relative vulnerability to attack
	
	Due to location, prominence or other factors, is the asset relatively vulnerable to attack?

	C
	Casualty risk
	
	Is there a possibility of serious injury or loss of life resulting from an attack on the asset?

	D
	Environmental impact
	
	Will an attack on the asset have an ecological impact or alter the environment?

	E
	Replacement cost
	
	Will significant replacement cost (the current cost of replacing the asset with a new one of equal importance) be incurred if the asset is attacked?

	F
	Replacement/downtime
	
	Will an attack on the asset cause significant system downtime?

	G
	Emergency response function
	
	Does the asset serve or support an emergency response function?  Will its loss impede this function?

	H
	Government continuity
	
	Is the asset necessary to maintaining government continuity?

	I
	Military importance
	
	Is the asset important to military functions?

	J
	Available alternate routes
	
	Is there a substitute that is designated to take the place of the asset, if necessary, to perform the same or similar duties? (i.e., Is there another bridge that crosses the river in a nearby location that could be used if the main bridge is damaged or destroyed?)

	K
	Communication dependency
	
	Are communication providers or transportation communication systems dependent upon this asset?

	L
	Economic impact
	
	Will damage to this asset have an effect on the means of living, or the resources and wealth of a region or the state?

	M
	Functional importance
	
	Is there an overall value of the asset performing or staying operational?

	N
	Symbolic importance
	
	Does the asset have symbolic importance?


The assignment of these factor values to assets is binary.  If the critical asset factor applies to the asset being evaluated, then the asset receives the value assigned to that factor.  However, if the factor does not apply, the asset is assigned a value of 0 for that factor.

Using the worksheet in Figure 3, state DOTs assign priorities to critical assets. The letters A through N in the worksheet correspond with the critical asset factors listed in Table 2.  For each asset, the applicable critical asset factor values are entered.  The sum of these values (x) represents the total score for that asset.  These scores are ordered from highest to lowest.  The total score for the most critical assets can be used to prioritize assets.
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FIGURE 3: CRITICAL ASSET WORKSHEET

After calculating the scores and ranking the critical assets, a screening threshold is applied, such as the top ten percent (10%), to eliminate low-scoring assets.  State DOTs typically set this threshold based on their experience, familiarity with the assets, and the needs of the state.  The selected items form the prioritized critical asset list can then be assessed to determine threats, vulnerabilities, consequences, and ultimately, security measures.

STEP TWO: THREAT EVALUATION

Threat evaluation is the next step in the prioritization process.  This activity typically documents those intentional actions, committed by an identified adversary, with the potential to cause harm in the form of death, injury, destruction, or disruption of operations.  Threat evaluations are used to assess the likelihood of terrorist activity against the prioritized list of critical asset.  An approach to threat evaluation, used by some in the transportation sector, is presented below.  As indicated in Figure 4, evaluating threat focuses on identifying the three elements required to attack transportation systems: adversaries; tools; and tactics.
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FIGURE 4: THREAT EVALUATION FOR PRIORITIZED CRITICAL ASSETS

· Aggressors – Aggressors include the groups and individuals who would perform hostile acts against people, facilities, and equipment in the transportation environment.  Their objectives often include: (1) inflicting injury or death on people; (2) destroying or damaging facilities, property, equipment, or resources; (3) stealing equipment, material, or information; and (4) creating publicity for their cause or instill fear in the public.  Aggressors may use the first three objectives to accomplish the fourth.

· Tools, Weapons, and Explosives – To achieve their objectives, aggressors use various tools, such as forced entry tools, vehicles, and surveillance mechanisms; weapons, such as incendiary devices, small arms, antitank weapons and mortars, and nuclear, biological, and chemical agents; and explosives, such as homemade bombs, hand grenades, and vehicle bombs.

· Tactics – Tactics refer to the offensive strategies employed by aggressors, reflecting their capabilities and objectives.  An example of a common tactic is a moving-vehicle bomb used during a suicide attack where an explosive-laden vehicle is driven into a facility and detonated.

Those who wish to harm the transportation system may operate in a clandestine mode, so that the information needed to define and analyze the threat is often more difficult to acquire than information dealing with less esoteric threats, such as street crime.  To build a composite picture of threat conditions, law enforcement and intelligence personnel typically gather information from numerous open and closed sources such as newspapers, academic studies and special reports, criminal records, government records, local organizations and people, and other intelligence organizations.  This process is depicted Figure 5.
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FIGURE 5: THREAT ASSESSMENT PROCESS

This process emphasizes five factors used in the collection and analysis of information from all sources bearing on terrorist threat. These factors are as follows.

· Existence – A terrorist group is present, assessed to be present, or able to gain access to the transportation system or specific assets.  The analysis of information regarding the existence of a terrorist group addresses the question: Who is hostile to existing organizations and social structure?

· Capability – The acquired, assessed, or demonstrated level of capability to conduct terrorist attacks.  An analysis of terrorist group capabilities addresses the questions: What weapons have been used by terrorist groups in carrying out past attacks; and what infrastructure is necessary to train, equip, target, and execute attacks?

· History – Demonstrated terrorist activity over time.  The analysis of terrorist group history addresses the questions: What have the terrorists done in the past; and what is the terrorist group’s method of operations?  How did they acquire the capacity they demonstrated?  Where did they obtain support?  What additional attacks did they mount?

· Intentions – Recently demonstrated anti-US terrorist activity, or stated or assessed intent to conduct such activity.  An analysis of terrorist group intentions addresses the questions: Why do groups engage in terrorist acts; and what do they hope to achieve?

· Targeting – Current credible information on activity, indicative of preparations for specific terrorist operations.  Targeting addresses the questions: Who is likely to be attacked; why are they likely to be attacked; and what is the basis for accepting reports that such attacks are planned?

Where possible, the threat level for a specific asset is determined after information on the five threat factors is gathered and analyzed.  As indicated in Figure 6, the greater the presence of threat factors, the higher the threat level. 
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FIGURE 6: THREAT ANALYSIS FACTORS

STEP THREE: VULNERABILITY ASSESSMENT

Vulnerability assessment identifies the design, technology, operational, and management elements of prioritized critical assets that may support the likelihood that an evaluated threat will result in harm (if unmitigated).  Vulnerability assessment identifies specific weaknesses with respect to how they may invite and permit an evaluated threat to be accomplished.  Vulnerabilities largely determine the likelihood that a potential adversary will succeed in damaging, disrupting, or destroying a prioritized critical asset.

Examples of vulnerabilities that may be identified for a prioritized critical asset include:

· accessibility of surrounding terrain and adjacent structures to unauthorized access (both human and vehicular);

· site layout and elements, including perimeter and parking that discourage access control, support forced or covert entry, and support strategic placement of explosives for maximum damage;

· location and access to incoming utilities (easy access for offenders);

· building construction with respect to blast resistance (tendency toward progressive collapse, fragmentation, or no redundancy in load bearing);

· sufficiency of lighting, locking controls, access controls, alarm systems, and venting systems to support facility control; and

· information technology (IT) and network ease-of-penetration.

There are many different approaches to vulnerability assessment.  Two approaches presented here are scenario-based assessment and checklist-based assessment.

SCENARIO-BASED ASSESSMENT

One common approach used in transportation is to create threat scenarios (based on the threat evaluation conducted in Step 2) for prioritized critical assets, and then to attempt to determine how well existing measures identify, mitigate, or support response to each scenario.  Results from this assessment are then placed in a matrix, indicating if the threat scenario, when applied to the asset, resulted in consequences that were acceptable to the transportation system.  This approach is illustrated in Figure 7.

[image: image5.wmf] 

ACTIVITY 1:

Develop scenarios by pairing prioritized critical assets with evaluated threats.
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ACTIVITY 2: 

Apply scenarios to assets using existing personnel and equipment as a baseline.  Determine the likelihood that the adversary would be identified, stopped, or that response to a successful attack would be managed effectively.
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ACTIVITY 3:

Rank results in a matrix that indicates how easily the scenario could be carried out against the asset and what the likely impacts would be.

FIGURE 7: SCENARIO-BASED APPROACH TO VULNERABLITY ASSESSMENT

Table 3 provides sample scenarios used in bus transportation to support these assessments.

	TABLE 3: RELEVANT BUS SCENARIOS

	

	Bus Assets
	Threats

	Bus stations and/or terminals
	· High-yield vehicle bomb near station

· Lower-yield explosive device in station

· Armed hijacking, hostage, or barricade situation in station

· Chemical, biological, and nuclear release in station

· Secondary explosive device directed at emergency responders

	Bus vehicles
	· Explosives placed on or under bus

· Improvised explosive device (pipe or fire bomb) on bus

· Chemical, biological, or nuclear release on bus

· Armed assault, hostage, or barricade situation on bus

· Secondary explosive device directed at emergency responders

	Fuel storage facilities
	· Explosives detonated in or near fuel farm/facilities

	Command control center
	· Physical or information attack on bus communications system

· Armed assault, hostage, or barricade situation

· Explosive device near or in Control Center


At the conclusion of the scenario-based analysis, the transportation system should have assembled a list of vulnerabilities for its prioritized critical assets.  These vulnerabilities should be documented in a confidential report or memorandum for the system’s executive director.  In general, vulnerability assessments are conducted by teams of experts skilled in such areas as engineering, intelligence, security, information systems, finance, and other disciplines.  With information on both vulnerabilities and threats, planners and decision makers are in a better position to prioritize security measures that could manage the risk of a terrorist attack by more effectively targeting resources.

CHECKLIST-BASED ASSESSMENT
Another approach used in transportation involves a methodology that relies on two distinct, but related, concepts: 

· a prioritized critical asset can be divided into specific physical areas (e.g., entrance, main corridor, stairwell, station platform, restroom); and 

· there are known, industry standards and security elements that provide protection for each of these specific physical areas.

Using this approach, depicted in Figure 8, vulnerabilities are uncovered by making a systematic survey of the security elements that provide protection to prioritized critical assets from evaluated threats. 

In this process, security relies on the “defense in depth” concept, where different rings of protection are identified, as appropriate for a specific facility or category of facilities, and assessed based on a series of assumptions resulting from the threat evaluation.   

Survey questions direct a detailed walk-through and evaluation of each prioritized critical asset.  The survey questions are based on agency experience and previously developed checklists prepared by the US military, the Federal Aviation Administration, the Department of Justice, other transportation systems, and consultants.

Calculating vulnerability using the survey questions typically assumes that an adversary has certain capabilities derived from the threat evaluation.  Survey checklists can be revised in the event that additional information is available regarding changes in assumptions about the capabilities or intentions of an adversary.


[image: image2]
FIGURE 8: CHECKLIST-BASED APPROACH TO VULNERABILITY ASSESSMENT

A variation of this approach involves a less detailed survey process, potentially applied to a much larger number of assets, and is used by agencies, such as state DOTs, for assessing varying levels of vulnerability.

STEP FOUR: COUNTERMEASURE INVESTIGATION

Countermeasure activity typically results in a list of measures and controls designed to reduce specific vulnerabilities in prioritized critical assets.  Countermeasures include a broad range of activities that may be implemented by the transportation organization, and are often organized into categories, such as those depicted in Figure 9.


FIGURE 9: CATEGORIES OF TRANSPORTATION COUNTERMEASURES

Countermeasures considered applicable to protecting transportation assets are often identified in terms of their capabilities to deter, detect, and delay threats.

· Deter – A potential aggressor who perceives a risk of being caught may be deterred from attacking an asset.  The effectiveness of deterrence varies with the aggressor’s sophistication, the asset’s attractiveness, and the aggressor’s objective.

· Detect – Detection senses an act of aggression, assesses the validity of the detection, and communicates the appropriate information to a response force.  A detection system must provide all three of these capabilities to be effective.

· Delay – These measures protect an asset from aggression by delaying or preventing an aggressor’s movement toward the asset or by shielding the asset from weapons and explosives.

This process, which relies on layers of security to provide multiple opportunities to mitigate threat and vulnerability, is presented graphically in Figure 10.


FIGURE 10: PROTECTING CRITICAL ASSETS

STEP FIVE: SECURITY MEASURE SELECTION

The final step describes the process through which the transportation system evaluates proposed security measures to identify those specific measures to be implemented.  This process is typically guided by assessments of cost effectiveness.

Figure 11 shows a graph of security measure cost effectiveness.  Each measure can be plotted as a point on the graph by finding the intersection of its cost of implementation, C, and its amount of risk reduction, (R.

There is a line on the graph that plots the set of points where the cost of a particular measure is the same as the amount of risk it reduces.  Security measures that fall below the line are not cost effective to implement because they cost more than the amount of risk they reduce.  Those that fall above the line are considered cost effective because they save more money than they cost.
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FIGURE 11: COST-EFFECTIVENESS OF SECURITY MEASURES

As a practical matter there is often a threshold for cost associated with implementing a security measure.  For example, while modifying the structural integrity of a building to reduce its vulnerability to a bomb blast might be the most effective countermeasure to apply in a given situation, the cost of doing so would be prohibitive.  Likewise, there is a threshold for the benefit a security measure will produce.  Though it may be very inexpensive to implement, it may not give enough additional protection to be worth the effort.

When selecting security measures, the objective is to determine:

· Does the countermeasure reduce risk;

· If so, by how much;

· Is the amount of risk reduction received from implementing the countermeasure worth the cost of implementing it?
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