
Section 6: Implementation and Evaluation of System Security Program Plan 
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6.1
Implementation Goals and Objectives

This section should describe the specific goals and objectives required to implement the system security program.  

6.2
Implementation Schedule

This section should detail a schedule that is used for the implementation of the security program.  For example, if the security plan is to be reviewed by the transit agency on an annual basis, beginning in January of each year, then this review should be included in the general schedule.  In addition, if specific threat and vulnerability analysis of key stations or facilities are to be updated every year, this section should include those items in the schedule. 

6.3
Evaluation

This section should describe internal audits of security department and/or security in general that are to be conducted, the frequency and the person responsible. For example, the Safety Department may audit the security department as part of its internal audit program on a three year basis.  In addition, security management may perform weekly or daily reviews of the private security forces it has hired to provide security at transit agency facilities.

Any external audits of the security program should be explained in this section.  The transit agency must also explain the process for correcting any findings that are a result of the external audit.  The transit agency may need to submit a corrective action plan describing how the finding will be resolved (some findings may be able to be resolved immediately and not require a corrective action plan.) The corrective action plan should include the corrective action plan required, the person(s) or department responsible for implementing the corrective action, a time frame for implementing the corrective action, and the status of the corrective action plan. 

The transit agency should also explain its process for identifying the need for external audits or evaluations (the FTA currently has a program to conduct security audits of transit agencies).

A sample Section 6 is presented below.
Sample Section 6:

IMPLEMENTATION AND EVALUATION OF 
THE SYSTEM SECURITY PROGRAM PLANtc \l1 "CHAPTER 5 
IMPLEMENTATION AND EVALUATION OF THE SYSTEM SECURITY PROGRAM PLAN
6.1
IMPLEMENTATION GOALS AND OBJECTIVEStc \l2 "6.1

IMPLEMENTATION GOALS AND OBJECTIVES
The primary goals of the Plan are:

6.1.1
Establish the System Security Programtc \l3 "6.1.1
Establish the System Security Program
· Ensure that transit staff understands exactly how the Program affects them;

· Ensure that the Program receives management support; 

· Ensure that the procedures for the establishment of the Program, as described in the Plan, are followed;

· Ensure that the tools necessary for establishing the Plan are provided.

6.1.2
Define and Modify the Programtc \l3 "6.1.2
Define and Modify the Program
· Clearly describe the goals and objectives of the Program;

· Evaluate the Program on a continuous basis and modify as needed. 

6.1.3
Describe the Program Clearlytc \l3 "6.1.3
Describe the Program Clearly
· Ensure that the plan is comprehensive and complete;

· Ensure that all managers and supervisors understand the objectives of the Program;

· Ensure that the Plan is current;

· Evaluate the Plan


6.1.4
Communicate the Program to All Affected Personstc \l3 "6.1.4
Communicate the Program to All Affected Persons
· Obtain concurrence from the Board of Directors;

· Distribute the plan to all managers and supervisors;

· Require managers and supervisors to communicate the Plan to their staff;

· Resolve any questions related to the Plan and Program.

6.1.5
Provide the Means to Accomplish Security Tasks and Activities Established by the Plantc \l3 "6.1.5
Provide the Means to Accomplish Security Tasks and Activities Established by the Plan
· Ensure that all affected staff members are aware of and understand any new responsibilities, changes to rules or operating procedures, and any changes to the program;

· Provide all necessary employee training;

· Establish the Proactive Security and Security Breach Review Committees;

· Purchase and install all required equipment.

6.2 
IMPLEMENTATION SCHEDULEtc \l2 "6.2 
IMPLEMENTATION SCHEDULE
[NAME OF TRANSIT AGENCY] has established the following implementation schedule:

Task
Completion Date
Draft Security Plan


Submit Plan for review by other managers


Edit Security Plan


Finalize Security Plan


Submit Plan to Board of Directors


Revise as necessary


Distribute Security Plan Memo to all personnel


Distribute Security Plan to Management Staff


Meet with Managers


Establish means to accomplish security


    tasks and activities


Establish Security Breach Committee


Establish Proactive Security Committee


Obtain and install required equipment


Implement specific programs


Evaluate Security Plan implementation


Evaluate Security Program


Internal review


External audit


Modify Security Program and Plan


Schedule Security Plan update


6.3
EVALUATION  tc \l2 "6.3

EVALUATION  
6.3.1
Internal Review-Managementtc \l3 "6.3.1
Internal Review-Management
The internal review process will begin at the beginning stages of the development of the System Security Plan and Program. Security staff will participate with, and receive feedback from, representatives from other departments during the drafting of the Program Plan.

Following the development of the draft plan, managers throughout the system will evaluate the entire Plan for clarity and the specific program it implements for comprehensiveness.  Any problems identified at this stage could result in revisions to the Plan.

During the implementation phase roles and responsibilities will be assigned and new programs will be initiated.  Managers must provide constant feedback at this stage and must assess the effectiveness of implementation on an on going basis. Weekly meetings could be held during this initial implementation phase to make use of feedback in a timely manner and to smooth the implementation process. 

During the implementation phase the effectiveness of the Plan implementation will be evaluated on an ongoing basis by the security staff.  This will provide direct feedback to the Security Program Manager, who is responsible for the overall program. Frequent communication with those who have new or additional responsibilities as a result of the Plan is also necessary to allow changes to be made to the Plan, or to allow additional training needs to be quickly identified.

The members of the Proactive Security and Security Breach Committees should also evaluate the Plan and its implementation schedule as part of their regular meetings. They will provide additional feedback to ensure that issues will be appropriately addressed.

Once the Program is implemented, quarterly reviews of the following areas will be presented to the General Manager and the Board of Directors;

· Current security conditions;

· Changes or modifications to the Plan as recommended by the Public Safety and and Security Breach Committees;

· Results of any internal or external audits;

· Progress of the stated goals of the Program. 

6.3.2
External Auditstc \l3 "6.3.2
External Audits
At least once every three years, [NAME OF TRANSIT AGENCY] will participate in an external review to verify compliance with the Security Plan and to evaluate the effectiveness of the program.

