ACCESS CONTROL WORKSHEET


	ITEM
	Description
	Yes/No or Comment
	POLICY
	PROCEDURE
	IMPLEMENTATION
	TEST
	INTEGRATION

	1
	Have physical security controls commensurate with the risks of physical damage or access been identified?
	
	Is there a policy that requires identification of physical security controls that are commensurate with the risks of physical damage or access?
	Are there procedures for identification of physical security controls that are commensurate with the risks of physical damage or access?
	Have physical security controls commensurate with the risks of physical damage or access been identified?
	Has the process to identify physical security controls commensurate with the risks of physical damage or access been verified?  Have the identified physical security controls been verified against current risks?
	Is the identification of physical security controls commensurate with the risks of physical damage or access integrated into the system development and maintenance process?

	2
	Is access to facilities controlled through the use of guards, identification badges, or entry devices such as key cards?
	
	Is there a policy that requires control of access to facilities through the use of guards, identification badges, or entry devices such as key cards?
	Are there procedures for controlling access to facilities through the use of guards, identification badges, or entry devices such as key cards?
	Is access to facilities controlled through the use of guards, identification badges, or entry devices such as key cards?
	Is access to facilities periodically tested by an independent third party to ensure appropriate controlled access through the use of guards, identification badges, or entry devices such as key cards?
	Is controlled facility access a standard part of doing business?

	3
	Does management regularly review the list of persons with physical access to sensitive facilities?
	
	Is there a policy that requires regular management review of the list of persons with physical access to sensitive facilities?  Is the periodicity of review specified?
	Are there procedures for regular management review of the list of persons with physical access to sensitive facilities?
	Does management regularly review the list of persons with physical access to sensitive facilities?
	Is the management review of the list of persons with physical access to sensitive facilities periodically verified by an independent third party?
	Is a regular management review of the list of persons with physical access to sensitive facilities an integrated part of the business process?  Is it performed and accepted without question?

	4
	Are unused keys and other entry devices secured?
	
	Is there a policy that requires unused keys and other entry devices to be secured?
	Are there procedures for securing unused keys and other entry devices?
	Are unused keys and other entry devices secured?
	Are periodic inspections performed to ensure that unused keys and other entry devices are secured?
	Is it standard business practice to secure unused keys and other entry devices?

	5
	Do emergency exit and re-entry procedures ensure that only authorized personnel are allowed to re-enter after fire drills or other emergency exits?
	
	Is there a policy that requires implementation of sufficient procedures to ensure only authorized personnel are allowed to re-enter after fire drills or other emergency exits?
	Are there procedures for implementation of sufficient procedures to ensure only authorized personnel are allowed to re-enter after fire drills or other emergency exits?
	Do emergency exit and re-entry procedures ensure that only authorized personnel are allowed to re-enter after fire drills or other emergency exits?
	Are emergency exits and re-entries tested to verify that only authorized personnel are allowed to re-enter after fire drills or other emergency exits?
	Is it standard business practice to ensure only authorized personnel are allowed to re-enter after fire drills or other emergency exits?

	6
	Are all visitors to sensitive areas signed in, badged, and if appropriate, escorted?
	
	Is there a policy that requires all visitors to sensitive areas be signed in and badged?  If appropriate, does the policy define under what circumstances visitors must be  escorted?
	Are there procedures for signing in and badging all visitors to sensitive areas?  If appropriate, are there procedures for escorting visitors?
	Are all visitors to sensitive areas signed in, badged, and if appropriate, escorted?
	Are periodic inspections performed to verify that all visitors to sensitive areas are signed in, badged, and if appropriate, escorted?
	Is it standard business practice to sign in and badge all visitors to sensitive areas and if appropriate, escort them for the duration of their visit?

	7
	Are entry codes changed periodically?
	
	Is there a policy that requires all entry codes to be changed periodically?  Is the periodicity defined for entry to different locales (e.g. facility, computer room, network closet, phone closet)?
	Are there procedures for changing all entry codes (e.g. facility, computer room, network closet, phone closet)?
	Are entry codes changed periodically?
	Are there periodic reviews to verify that entry codes are changed periodically?
	Is it standard business practice to change entry codes periodically?

	8
	Is suspicious physical access activity investigated and appropriate action taken?
	
	Is there a policy that requires investigation of suspicious physical access activity?  Does the policy require and specify appropriate action?
	Are there procedures for investigation of suspicious physical access activity?  Are there procedures for taking appropriate action?
	Is suspicious physical access activity investigated and appropriate action taken?
	Is there a periodic validation by an independent third party that suspicious physical access activity is investigated and appropriate action taken?
	Is it standard business practice to investigate suspicious physical access activity and take appropriate action?

	9
	Are visitors, contractors, and maintenance personnel authenticated through the use of pre-planned appointments and identification checks?
	
	Is there a policy that requires  visitors, contractors, and maintenance personnel be authenticated through the use of pre-planned appointments and identification checks?
	Are there procedures for authenticating visitors, contractors, and maintenance personnel through the use of pre-planned appointments and identification checks?
	Are visitors, contractors, and maintenance personnel authenticated through the use of pre-planned appointments and identification checks?
	Is the authentication of visitors, contractors, and maintenance personnel through the use of pre-planned appointments and identification checks periodically validated by an independent third party?
	Is the authentication of visitors, contractors, and maintenance personnel through the use of pre-planned appointments and identification checks standard business practice?

	10
	Are appropriate fire suppression and prevention devices installed and working?
	
	Is there a policy that requires  appropriate fire suppression and prevention devices be installed and working?
	Are there procedures for installing appropriate fire suppression and prevention devices?
	Are appropriate fire suppression and prevention devices installed and working?
	Are fire suppression and prevention devices periodically examined to ensure the devices are appropriate for the circumstances and that they are in complete working order?
	Is installation and maintenance of  appropriate and working fire suppression and prevention devices periodically standard business practice?

	11
	Are computer monitors located to eliminate viewing by unauthorized persons?
	
	Is there a policy that requires computer monitors be located to eliminate viewing by unauthorized persons?
	Are there procedures for locating computer monitors to eliminate viewing by unauthorized persons?
	Are computer monitors located to eliminate viewing by unauthorized persons?
	Is the location of computer monitors periodically reviewed to ensure that viewing by unauthorized persons is eliminated?
	Is the location of computer monitors such that viewing by unauthorized persons is eliminated standard business practice?

	12
	Is physical access to information transmission lines controlled, including phone and network closets?
	
	Is there a policy that requires physical access to information transmission lines be controlled, including phone and network closets?
	Are there procedures for controlling physical access to information transmission lines, including phone and network closets?
	Is physical access to information transmission lines controlled, including phone and network closets?
	Are the controls for physical access to information transmission lines, including phone and network closets periodically verified to be effective?
	Is control of physical access to information transmission lines, including phone and network closets standard business practice?

	13
	Is there physical protection of the media storage vault/library?
	
	Is there a policy that requires  physical protection of the media storage vault/library?
	Are there procedures for providing physical protection of the media storage vault/library?
	Is there physical protection of the media storage vault/library?
	Is the physical protection of the media storage vault/library periodically validated by an independent third party?
	Is physical protection of the media storage vault/library standard business practice?

	14
	Are physical security controls commensurate with the risks of physical damage or access in place?
	
	Is there a policy that requires physical security controls commensurate with the risks of physical damage or access?
	Are there procedures for implementation of physical security controls commensurate with the risks of physical damage or access?
	Are physical security controls commensurate with the risks of physical damage or access in place?
	Have tests been conducted to validate the use and effectiveness of physical security controls against the risk of physical damage or access?
	Are physical security controls commensurate with the risks of physical damage or access integrated into the system development and maintenance process?

	15
	Are entry codes changed upon termination or reassignment of an individual with access?
	
	Is there a policy that requires all entry codes to be changed upon termination or reassignment of an individual with access?
	Are there procedures for changing all entry codes (e.g. facility, computer room, network closet, phone closet)?
	Are entry codes changed upon termination or reassignment of an individual with access?
	Are there periodic reviews to verify that entry codes are changed upon termination or reassignment of an individual with access?
	Is it standard business practice to change entry codes upon termination or reassignment of an individual with access?


 

 

 

